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Abstract
This paper explores the image data security concepts along with the experimentation. An efficient combination of RC4 RC6 with Blowfish (RC2 (46B)) algorithm has been applied for the image data encryption. Wang database has been
considered for the experimentation. It consists of 1,000 test images. In this approach image was selected from the database.
Then image data preprocessing has been performed and matrix values have been obtained for the further processing. Then
substitution was performed based on RC2 (46B). This substitution is efficient as it provides the best selection from the
combination of the RC6 and RC4. Then the blowfish algorithm was applied after the substitution and first key generation.
XOR was performed on the obtained bit. So that the maximum place value replacements were performed successfully. Then
reverse mechanisms were adopted for the decryption of the data and finally the original image has been recovered. The
results clearly depict that the performance of the proposed framework is better as the error rates are less or minor. It
indicates the average error rate of 0.15. In terms of average time for encryption and decryption is 92 ms. The loss in terms
of image pixels is also minimized as the error rate variation found from the images are minor. So, it is also efficient in terms
of information entropy.
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1.Introduction
In the current communication trend, data transmission
through different media is increasing day by day [1].
The main data used in the communication are text,
images and video. The wide use of data sending and
receiving in terms of different pictures increases the
demand of image data security. There are different
dimensions in the image security research work. There
is a lot of research work is going on including different
dimensions and aspects [2−10]. These aspects include
cryptography and steganography techniques along
with other mechanism for security breach detection
also [11−15].
Security mechanism in general handled by
cryptography and steganography algorithms [16−21].
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In general, the mechanism of encryption and
decryption of data is handled through cryptography
algorithms [22, 23].
The data hiding mechanism has been adopted in case
steganography [24]. This paper covers the study,
analysis and discussion in case of image data security.
The need for data security in terms of breach control,
access control and network security are very
important. Activity monitoring, may be performed
based on these factors [22−25]. The role of data
integrity is also very important. It consists of
constraints, data filtration, attributes, threshold and
combined actuation.
Figure 1 shows the simple steps of the encryption and
decryption procedure. It covers the encryption of the
plaintext data into the ciphertext form and again, it is
converted to the plaintext. Figure 2 shows the overall
procedure for data sharing and security protocols. It
covers the method adaptation aspects, weighting and
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preprocessing, data categorization, resource sharing
and security protocols.

Figure 1 Simple steps for the encryption and
decryption

M ethod adaptation

Weighting and
preprocessing

Data categorization

Resource sharing

Security protocols

Figure 2 Overall procedure for data sharing and
security protocols
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In 2020, Kushnir et al. [26] discussed the crucial
aspects of security through chaotic encryption. The
image encryption technique has been proposed by
using two chaotic mappings. They used fuzzy logic for
the same. Statistical analysis was performed based on
the histogram, entropy and correlation coefficient
computation. In 2020, Han et al. [27] proposed an
encryption algorithm based on medical domain. The
main procedure is oriented through the Hermite
chaotic neural network. Training was performed based
on Hermite chaotic neural network. Experimentation
was performed on medical image. The results indicate
the improved performance in terms of key space and
sensibly. In 2020, Kaur and Jindal [28] analyzed and
explored the image authentication techniques.
Singular value decomposition (SVD) was used along
with the extraction. Important features of images were
extracted based on this QR code.
In 2020,
Abdulrahman and Varol [29] discussed and analyzed
the importance of image segmentation. They have
processed their approach based on color density. It has
been used for segment evaluation. Their approach was
used in medical, cultural and industrial fields. They
reviewed image segmentation, threshold functions and
different aspects apply for images. In 2020, Zhang et
al. [30] discussed and analyzed the properties of
unpredictability. It is used in terms of initial values and
parameters and chaotic systems. They proposed a 2D
logistic scheme for the coupling modulation model. It
is based on chaotic ring transformation. Diffusion
operation has been performed on pixel values. It is
found to be more secure and strong. In 2020, Abdallah
[31] discussed about computed tomography. They
used water-based segmentation. It is used for the
detection of the margin’s tissues within the images.
Contrast augmentation and segmentation were used
for the lesion detection. It has been endorsed by the
achievability and efficiency. It is found to be effective
in the smaller lesion detection. In 2020, Yadahalli et
al. [32] discussed about the steganography techniques.
It is employed based on the confidential messages in
terms of data transmission. They have used least
significant bit method along with the discrete wavelet
transform method. Their results indicate the
effectiveness of the approach. In 2020, Luo and Zhu
[33] discussed and analyzed the deep learning model.
They used x-ray pictures for the experiment. They
used data augmentation method. It is found to be more
effective. It is found to that more complex backbone
can be found to be more sensitive. In 2020, Kukharska
et al. [34] discussed about the steganographic data
transformation. Their proposed approach provides the
facility of embedding secret information along with
the changes of images between its pixel values. The
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Arnold's transformation was used for the
rearrangement. The results indicate that the visual
image quality was unchanged for the hidden
information detection. In 2020, Kumar et al. [35]
discussed about image segmentation. Their main aim
is to identify the nucleus of white blood cells. They
evaluated the efficiency based on the edge detection
algorithm (log & Canny) methods, k-means algorithm,
linear transformed image and color-based technique.
They provided the comparative analysis of the same.
Their results indicate that the k-means based
segmentation is found to be suitable. In 2020, Arpacı
and Kurt [36] discussed about different GUI tools. It
has been designed and implemented for the
cryptographic applications. Their tool is efficient to
improve the security of the encryption process. It
includes security tests for different domains like noise
attack, key sensitivity and differential attacks. So, this
paper mainly shows the insights and the current trends
in the image data security for the exploration of the
need and challenges. The main objective of this paper
is to apply improve image security algorithm using
hybrid cryptography approach.

2.Methods
This paper explores the image data security concepts
along with the experimentation. An efficient
combination of RC4-RC6 with Blowfish (RC2 (46B))
algorithm has been applied for the image data
encryption. The proposed work was categorized in the
following section:

approach image was selected from the database. Then
image data preprocessing has been performed and
matrix values have been obtained for the further
processing. Then substitution was performed based on
RC2 (46B). This substitution is efficient as it provides
the best selection from the combination of the RC6 and
RC4. Then the blowfish algorithm was applied after
the substitution and firs t key generation. XOR was
performed on the obtained bit. So that the maximum
place
value
replacements
were
performed
successfully. Then reverse mechanisms were adopted
for the decryption of the data and finally the original
image has been recovered. The complete mechanism
was performed based on permuted value. The steps of
the permutation used here are shown in permutation
steps.
Start

Image data pre-processing

RC2(46B) based substitution

Blowfish key generation

XOR

Implementati on Details
The Java language has been used for the development
of the hybrid RC2 (46B) algorithm. The integrated
development environment (IDE) considered was
NetBeans. Our framework is capable in the
computation of different security aspects along with
the performance measures.
Data Selection and Preprocessing
The image data has been considered from different
repository with different sizes. In general Wang
database [37] has been considered. It consists of 1,000
test images. It is further categorized into 10 different
categories. Each category contains 100 images of the
same pattern. These are related to Buses, African men,
Dinosaur, Seas, Buildings, Roses, Elephant, Horses,
Mountains and Food. These data are preprocessed in
terms of matrix weight for further encryption and
decryption process.
Approach
The approach of the complete procedure can be better
understood through the flowchart shown in Figure 3.
The complete procedure is shown below. In this
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Performance and error rate
calculation

R-XOR

R-Blowfish and R-RC2(46B)

Original Image

Figure 3 Flowchart of the complete approach
Permutation Steps
Step 1: Image data have been selected from the dataset.
Step 2: It is preprocessed in the form of weight matrix.;
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Step 3: It has been stored in the double dimension
array.
Step 4: Double dimension image conversion has been
performed based on Java methods.
Step 5: It has been passed to convert it into an object.
Step 6: Different iterations have been performed in
achieving the relevant numeric content.
Step 7: This data has been appended with the methods
discussed above.

3.Results and discussion
For result comparison and analysis different
categorization was selected and considered. Some of
the classes considered here are African Man, Elephant,
Food, Barbara, Sea, Cameraman and Bus. The average
error rates in case of different classes are found to be
minimum in our case. This error rate shows the mean
square error rate (MSE). It shows the average error rate
in case of a total of 10 iterations. It is shown in Figure
4. Here C1-C10 belongs to the categorization classes.

Figure 5 shows the encryption time comparison for the
different categorization class images. Figure 6 shows
the decryption time comparison for different
categorization class images. The results clearly depict
that the performance of the proposed framework is
better as the error rates are less or minor. It indicates
the average error rate of 0.15. In terms of average time
for encryption and decryption is 92 ms It is also low
due to the efficient selection of the methods of the
combined framework. As the calculation of the
cryptographic system depends on the combined
algorithm, but the encryption and decryption were
performed based on the better substitution performer.
So, the time taken in the encryption and decryption is
also low. This is the main benefit from our approach.
The loss in terms of image pixels is also minimized as
the error rate variation found from the images are
minor. So it is also efficient in terms of information
entropy.
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Figure 4 Error rates comparison considering different categorization classes
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Figure 5 Encryption time comparison for different categorization class images
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Figure 6 Decryption time comparison for different categorization class images
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4.Conclusion
This paper shows the exploration of an efficient
combination of RC4-RC6 with Blowfish (RC2 (46B))
algorithm. It has been applied for the image data
encryption. This paper explores the approach in terms
of method explanation along with the experimentation.
This approach is efficient in terms of proper data
preprocessing, a variety of image classes and
variations in sizes. This approach is found to be better
in terms of MSE rates. It is also prominent in
encryption and decryption times. The variations are
less so the information loss is also minimized. So this
approach is efficient also in terms of information
entropy.
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