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1.Introduction 
The current world is the data world. In the today’s 

communication scenario ample amount of data have 

been used for the communication using several 

means [1−3]. Text and image data have been used 

especially for the communication as per the software 

application flexibility. So, it is clear that only the 

intended person should receive the data. Due to this 

there is the need of proper data security in the middle 

of the communication [4−8]. So, cryptography and 

steganography approaches can be used to secure the 

data communication. There are several algorithms 

available which can be used for this purpose. In 

cryptography, there are two types of algorithms one 

is symmetric key cryptography and another one is 

asymmetric key cryptography. Only one key is 

applicable for the encryption and decryption in the 

symmetric key encryption [9, 10]. Examples are 

advanced encryption standard (AES), data encryption 

standard (DES), International Data Encryption 

Algorithm (IDEA), etc. In asymmetric key 

cryptography, one key is needed separately for 

encryption and another one is used for decryption 

[11, 12].  
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Digital signature algorithm (DSA), Rivest-Shamir-

Adleman (RSA) algorithm, Diffie-Hellman, etc. are 

some of the examples of asymmetric key 

cryptography. 

 

So, in this paper the main motivation is to secure the 

data especially the image data. The main aim is to 

develop a hybrid approach for providing better 

security. The general steps of encryption and 

decryption is shown in Figure 1. 

 

In 2020, Pepe et al. [13] proposed a system for 

encryption and compression. Chaotic compressive 

sensing has been used for the encryption. 

Compression has been performed based on stacked 

autoencoder. It shows slower decrease in the peak 

signal-to-noise ratio (PSNR). In 2020, Madhu and 

Vasuhi [14] proposed an integrated approach based 

on cryptography and steganography. They have used 

rail fence cipher. Their results shou high performance 

in terms of improve PSNR and low mean squared 

error (MSE). In 2021, Mansoor et al. [15] proposed 

an image encryption system based on pixels. Their 

results are efficient in encryption time as well as 

security. In 2021, Shanthakumari et al. [16] used 

cryptography and steganography for enhancing 

security. They used blowfish algorithm. For 

improving the hiding capacity, they have used 

random number generator and range technique. They 
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have also tested different attacks for the analysis. In 

2020, Gupta and Vijay [17] discussed compression 

and encryption aspects. They used AES and DES 

algorithms. Their result shows improved security. In 

2020, Preethi and Asokan [18] discussed regarding 

the quality of image after watermarking. They have 

used region of non-interest identification method 

with the quality factor calculation with the neural 

network system. They achieved improved 

performance in terms of PSNR, MSE and correlation 

coefficient.  In 2020, Pramanik et al. [19] discussed 

the hybridization of cryptography and steganography. 

They have considered main two components inn their 

approach. These area size of the encrypted object and 

degree of security. In 2020, Agra and Nisa [20] 

discussed about image privacy and storing issues. 

They have used AES encryption algorithm for the 

security purpose. They have compared their approach 

with the related approaches and found the 

effectiveness of the method. In 2021, Zhao et al. [21] 

discussed the security issues in the ultra-high 

definition video. They have used double-blind 

subjective experiment. Encryption sequence has been 

used to show the dataset covers. It improves the 

security index. 

 

Overall literature shows the need of hybrid 

encryption algorithm for the improvement of data 

security. This paper main aim is to explore the same 

with proper result discussion. 

 

 

 

 

 

 

Figure 1General process of encryption and decryption 

 

2.Methods 
In this paper an efficient combination of 

cryptography has been presented. The combination 

includes the RSA, RC4 and blowfish (R2B) 

algorithm.  In this section the working mechanism of 

the algorithm has been presented with the step-by-

step procedure.  

 

The complete approach is divided into following 

parts: 

1. Implementation environment 

2. Dataset 

3. Approach 

4. Working process 

 

Implementation environment 

This algorithm is implemented in Java. The 

integrated development environment used for the 

implementation was NETBEANS.  

 

Dataset 

The famous 1000 image dataset have been considered 

from Wang  et al. [22]. It consists of total of 1000 

images of ten different classes. It means for each 

class 100 images are there.  The images are related to 

Mountains, African men, Buses, Dinosaur etc. We 

have also gathered some related image data like 

Leena image, Barbara images etc. for the 

experimentation. of this dataset  

 

 

Approach 

In our work first the data is selected from the image 

database. It is then preprocessed for the weight 

matrix calculation. Then R2B encryption algorithm 

has been applied. The random shift operation has 

been used for the final key generations. Then for bit 

shuffling XOR with random key has been applied. 

Then for the reverse procedure key with XOR has 

been applied and finally R2B decryption has been 

performed.  

 

Algorithm steps are as follows: 

Step 1: Image selection from the dataset. 

Step 2: Weight matrix calculation and preprocessing 

has been performed. 

Step 3: Different iterations have been performed to 

calculate the matrix and converted it into pixel object. 

Step 4: R2B Encryption has been applied on the 

image data. 

Step 5: Key Generation with random shift has been 

performed and analyzed. 

Step 6: XOR with random key has been used for bit 

shuffling. 

Step 7: For the decryption process Key with XOR 

and R2B Decryption has been applied. 

 

Working process 

The complete working procedure is shown in Figure 

2. It shows the iterative steps of data processing 

along with the encryption and decryption procedure. 

The randomization procedure helps in the generation 

Plaintext 

message Ciphertext Plaintext 
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of new key at each of the process. XOR with random 

key provides the encryption with the random bit. It 

will help in the improvement of data security. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2 Working procedure of the complete approach 

 

3.Results and discussion 
For the experimentation different images have been 

considered with variable number of iterations. The 

first comparison has been performed based on error 

metrics that is MSE. The MSE values in case of our 

approach is found to be minimum. The average error 

rate is 0.25 approximately. The comparison shows 

that our approach is better in terms of MSE. Figure 3 

shows the MSE comparison with different images 

with average error rates. Figure 4 shows the time 

comparison with different images with average time 

(encryption process).  Encryption time in case of our 

approach is also less in comparison to the previous 

approach. It is shown in second. The average 

encryption time is also less in case of different 

iterations.  Figure 5 shows the time comparison with 

different images with average time (process time). It 

shows the complete time of processing of an image. 

So based on the results it can be said that our 

approach has less error rates with less overall 

processing time. Based on different key configuration 

it is also robust and secure. 

 

 

 

 

 

 

 

 

 

Image dataset Data Preprocessing R2B Encryption 

Key Generation with 

random shift 

XOR with random key Key with XOR R2B Decryption 
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 Figure 3 MSE comparison with different images with average error rates 

 

 
Figure 4 Time comparison with different images with average time (Encryption Process) 
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Figure 5 Time comparison with different images with average time (Process Time) 

 

4.Conclusion 
In this paper an efficient image data encryption has 

been presented based on R2B algorithm. It provides a 

robust encryption algorithm due to the combination 

of RSA, RC4 and blowfish algorithm. Due to 

complex mathematics of RSA, it provides a robust 

design. The time taken for the encryption and 

decryption is less due to RC4 as it requires less 

memory. The operations in the blowfish are also less 

and tedious which improves the overall processing 

time. The combination makes the framework robust 

and complex to decipher it. The result indicates the 

improvement in terms of MSE, encryption time and 

overall processing time. 
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