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1.Introduction 
Blockchain technology enables people in managing 

trusted transactions among mistrusted contributors in 

the existing network system [1]. Different blockchain 

systems such as Hyperledger Fabric and Ethereum 

have emerged with private and public accessibility 

exterior of the electronic voucher and fiat currency 

systems. As stated by Zhang et al. (2019) [2], in 

recent times, Blockchain technology has become 

more popular in the field of scientific research. As 

opined by Tanwar et al. (2019) [3], from the 

perceptive of data management, it can be said that 

Blockchain is a distributed database, which records a 

list of transaction records by arranging them into a 

hierarchical order. As per the view of Dwivedi et al. 

(2019) [4], under the context of security, the 

Blockchain is maintained and created by utilising an 

overlay network and secured through decentralised 

and intelligent use of cryptography along with crowd 

computing. In contrast to Islam and Kundu (2019) 

[5], blockchain enables people to traceability and 

verification multiple transactions requiring 

verification. It may offer secure transactions by 

speeding up the process of data transfer and reducing 

compliance costs.  
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The number of cyberattacks is significantly 

increasing day by day, which creates a grievous 

impact on the living standard of people [1]. Both 

individuals and organisations are facing cybersecurity 

issues, resulting in hindering the brand reputation and 

raising the cost of data breaches. Around 51% of 

cyberattacks may occur when attackers gain control 

of the blockchain token [6]. Besides, the attack can 

take place if the Blockchain does not work properly 

in terms of verification and secure transactions. It is 

noticed that Blockchain attackers have stolen $1.4 

billion by the end of 2021 due to poor security 

measures in blockchain networks [7]. As stated by 

Demirkan et al. (2020) [8], since the rise of Bitcoin in 

2008, Blockchain technology has come into the trend. 

Although the use of blockchain technology has 

increased in managing the security field, data 

breaches are also rising gradually. However, it 

indicates the poor security measure and policies that 

have been adopted by organisations. As suggested by 

Le et al. (2020) [9], encrypted code and machine 

learning methods need to be used by people while 

making financial transactions. Previous research 

work did not include effective strategies that can help 

to reduce the rate of cyberattacks. Therefore, 

developing a security policy for Blockchain has 

become a major challenge in recent times. Major 

challenges in the blockchain adoption are shown in 

Figure 1. 
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In recent times, the emergence of blockchain 

technology has become the most disruptive, trending, 

and unique technology [3]. As per the view of Taylor 

et al. (2020) [1], blockchain technology mainly 

supports transactions and the decentralised database 

in the financial sector. It is used as a secure 

technology in every field like Internet of Things 

(IoT) applications, Cloud applications, financial 

activities and many others. According to Aldasoro et 

al. (2022) [10], the number of cyberattacks is 

growing, in turn, the average cost of global data 

breaches has increased to 2.6% in 2022. That is why 

people and organisations need to place a strong 

emphasis on using blockchain technology to maintain 

security in various types of applications. In this 

instance, the researcher has decided to choose this 

blockchain security topic to increase the utilisation of 

this technology in managing security and address the 

gap of this existing technology. 

 

 
Figure 1 Major challenges in blockchain adoption 

 

The primary objective of this research paper is to 

analyse the concept of blockchain cybersecurity. 

Additionally, this research work will highlight the 

ways of securing IoT and cloud generated data 

through blockchain technology.  

 

The research work presented in this paper has 

thoroughly analyzed and reviewed all the complex 

aspects related to blockchain security. The study 

covers a broad range of factors that contribute 

significantly to the security of blockchain. One of the 

significant contributions of this research is the 

classification and evolution of blockchain, which 

critically discusses specific privacy and security 

issues associated with it. In addition to identifying the 

threats, the research paper provides detailed and 

practical recommendations to improve the security of 

blockchain technology. The authors emphasize the 

importance of employing multiple layers of security, 

including cryptographic protocols, access control, 

and secure coding practices. 

 

 

 

 

2.Literature review 
As per the view by Taylor et al. (2020) [1], 

blockchain and its usage are highly essential to 

financial security. To track financial misconduct, this 

technology helps to trace all these activities. It has 

been analysed that blockchain intends to manifest the 

smart grid planning to aim the cyber security 

effectively.  As per the view of Demirkan et al. [8], a 

"Smart Contract for Digital Certificates" is a 

settlement for the manifestation of the blockchain in 

an effective way. The usability of blockchain is high 

[11]. It has been analysed that digital event and IT 

service management can be performed as a public 

ledger. Paper distribution is shown in Figure 2. 

  

There is an example of a transition which is the 

bitcoin network transition. In recent times, 

blockchain has had a direct relationship with the 

crypto market. Peer-to-peer networks can be 

manifested through the help of blockchain 

technology in an effective way. This network is 

known as the P2P network. Blockchain register to 

store transactions has a deep relationship with each 

other [12]. 

   

 Security Issues 

 Low Scalability 

 High Energy Consumption 

 Low interoperability  
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The different paper has an indication that privacy and 

security can be highly managed through the help of 

BC technology and it has been shown that several 

applications fell victim to the cyberattack. The total 

equilibrium power of the computer assigned to 

bitcoin mining can be expressed as,  

n(t)m(t) = (1/n) ^ (1+y/ 1-y) [y (n(t)) -1) (E(P(T)) 

×{R(t)/ c(t)+ (ρ + ð) q(t)} 

 

The above depicted equation implies that the bitcoin 

security, that is measured by the computer capacity, 

relies on the mining rewards, Mining costs, intensity 

of competition, cost efficiency of computer 

equipment and discounted rate. M(t) denotes the 

computer power (per miner) n(t) represents as a total 

number of minors. E(p(t)) signifies the expected price 

of the bitcoin and R(t) is the mining reward. 

Therefore, by using this equation developers can 

identify the bitcoin security and other security aspects 

with the use of blockchain technology. 

 

 
Figure 2 Distribution of selected papers 

   

Most blockchain technology is not inspired by 

quantum technology, but rather is based on 

cryptographic principles that have been around for 

decades. Blockchain technology provides end-to-end 

traceability, which is one of its significant advantages 

[13]. This traceability is made possible using a 

distributed ledger, which records all transactions in a 

secure and transparent manner. The three essential 

properties of blockchain technology, known as the 

CIA triad, are confidentiality, data integrity, and 

availability. These properties ensure that data stored 

on the blockchain is secure and cannot be altered 

without proper authorization. The use of blockchain 

technology has undoubtedly made many aspects of 

life more manageable and efficient, including 

communication and asset registry. In addition to its 

use in asset registry and communication, blockchain 

technology has also been integrated with the IoT 

protocol. This integration has enabled secure and 

efficient data exchange between IoT devices, 

facilitating the creation of a decentralized and secure 

IoT ecosystem. 

 

As per the view by Zhuang et al. (2020) [14], in 

large-scale quantum-inspired quantum walks 

(QIQW), blockchain has an extended role. A 

distributed ledger can be managed by blockchain 

technology, it has been evident. This technology has 

a major concern for trust management. As an 

example, in recent times, there is an incorporation of 

a major thing which is the 5G technology. In 

blockchain technology, there is a major thing which 

is the use of a single trusted party for the storage 

purpose effectively. It can be said that this 

technology is completely and mutually trusted by all 

parties.  
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In the financial industry, to do a payment, one payer 

can use one coin for the purpose of two or more 

payments, and it is a contribution of the blockchain 

model. This model opens a novel application and 

model which is known as social manufacturing and 

others. Layout-based contribution can be manifested 

through blockchain technology. As per the view of 

Gimenez-Aguilar et al. (2021) [15], blockchain 

technology can be maintained through the “Proof of 

Work (PoW) mechanism”. It has been analysed that 

80% of the research project is done on the bitcoin 

project.  

 

Among the researcher, it is a topic to discuss and 

analyse. It can be said that Blockchain technology 

has an impact and innovation which is a side chain 

security [15]. Different findings have shown that the 

need and use of authentication have been enhanced 

by 67%. Blockchain helps to manifest technological 

positioning day by day [16]. There are examples of 

other technologies which are “Cite Space, Pajek, 

technology knowledge status (TKS) and technology 

knowledge reliability (TKR) and VOSViewer”. 

Patterns of security and innovation can be improved 

through the help of blockchain. There is an example 

of a grid is the DC-micro grids (DC-MGs), and it has 

a major advantage which is the “intelligent control, 

monitoring and operation methods” [17]. Along with 

blockchain technology, there is another technology 

which is the Hilbert-Huang transform methodology. 

Robust detection needs to be incorporated in the 

recent era. This blockchain-based ledger technology 

is highly used in this smart plan [14].  

As per the view of Demirkan et al. (2020) [8], 

blockchain technology helps to settle down different 

agents in the transaction princess thus smart load can 

be managed in terms of message delivery and other 

processes [18]. In today's smart city, automation is 

based on the internet of things, big data, machine-to-

machine learning, artificial intelligence and others. 

Thus, cyberinfrastructure can be managed in an 

effective way. As per the view by Abdulkader et al. 

(2019) [19], all these technologies help to manifest 

the cyber-vigilance plan. Along with the cyber-

vigilance plan, the activity of the citizen is highly 

connected [20]. It can be said that in recent times, 

people need to be concerned about their privacy 

rights [20].  

 

As stated by Giannoutakis et al. (2020) [21], 

blockchain technology has a major advantage in the 

smart ecosystem.  Blockchain framework has played 

the role of a defence framework. It is considered a 

technical methodology [22]. The “Cyber security 

vulnerability assessment tools, frameworks, and 

methodologies” has emphasised over the usage of 

blockchain technology. Discussion of other 

frameworks is enlisted in the different articles which 

are “cyber security vulnerability mitigation 

framework through empirical paradigm (CyFEr), 

blockchain cyber security framework (BC2F) and 

others” [23]. As per the view of Moradi et al. (2019) 

[24], “Blockchain, a sustainable solution for cyber 

security using crypto currency” in this context of the 

smart grid. 

 

Table 1 Analysis based on selected papers regarding Blockchain security 

S. No. Source Method Results Gap 

1 Sun and 

Yu 

(2020) 

[25] 

Formal verification of 

BNB contracts  

Formal verification methods have been used by the 

researcher to identify the major security issues that 

arise due to the improper working condition of the 

blockchain networks. In this research, the researcher 

has proposed an effective verification model for 

blockchain smart contracts.  

Provides verification 

for the maximum 

200 million tokens 

2 Khan et 

al. (2020) 

[26] 

Deep learning, ANN, 

SVM, Decision Tree and 

MLP  

The result section of this research exhibits that the 

DT model gives the best accuracy (90.12%) in 

analysing the performance of smart homes that is 

totally blockchain-based. Moreover, the researcher 

has proposed a new deep-learning-based model that 

provides 94.6% accuracy in evaluating the 

performance of blockchain-based homes.  

Limited sample size  

3 Farooq et 

al. (2022) 

[27] 

RTS-DELM (Real-Time 

Sequential Deep Extreme 

Learning Machine), 

ANN-based IDS, 

Generative Adversarial 

Networks and initial 

neural networks  

Based on the findings of this research paper, DELM 

gives a high accuracy (93.91%) in analysing the 

data of smart home networks. The proposed 

blockchain model provides 95.28% of accuracy 

which can help them easily monitor the smart home 

networks that are connected through blockchain 

technology.  

Limited portion and 

size of the dataset. 
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4 Liu et al. 

(2020) 

[28] 

ANN, Machine learning 

models and Blockchain 

security  

The result section exhibits that a robotic system is 

required to be used to improve communication 

capabilities and the learning process. Both machine 

learning and blockchain technology are in use in 

HRI (Human-Robot Interaction) to improve the 

communication process and maintain security 

among devices.   

Limited ranges of 

quality and rang 

5 Li et al. 

(2021) 

[29] 

Machine learning, 

Artificial Intelligence, 

Blockchain and Sensor 

Cluster  

The result section found that Blockchain technology 

plays a vital role in making decisions by analysing 

the data of the healthcare sector. Even, the 

researcher has proposed a unique blockchain 

framework to continuously monitor the movement 

of medicines in the supply chain.  

Safety of the 

pharmaceutical or 

healthcare supply 

chain  

6 Shahbazi 

and Byun, 

 (2021) 

[30] 

Machine learning-based 

predictive analysis, 

Gradient Booster and 

KNN   

The result section exhibits that the smart 

manufacturing industry can update, delete and insert 

records in the Blockchain network. Besides, 

customers can update details in the blockchain 

network by sharing an update request to the user 

interface of the blockchain technology. It is also 

found that Gdadient Booster provides better 

accuracy (95.56) in the case of predictive analysis. 

Safety concern  

7 Jamil et 

al. (2021) 

[31] 

AI, IoT, ML algorithms 

and proposed blockchain 

framework  

In this research, the researcher has proposed a 

fitness blockchain framework that is totally 

dependent on the intelligent system. The 

Hyperledger Composer has also been used by the 

researcher as an open-source toolkit to develop 

applications based on blockchain technology.  

Low scalability and 

requires high 

computation power  

8 Khan et 

al. (2021) 

[32] 

Blockchain decentralised 

ML framework and 

Python implementation  

The delivery drones such as UAVs, Amazon Prime 

Air and so on need to use machine learning 

algorithms and blockchain technology to perform 

ongoing operations easily and maintain security for 

devices. This is because UAV has the chance of 

experiencing cyberattacks, which may result in data 

losses and data theft.  

Accuracy can be 

limited in the case of 

different machine 

learning methods.  

 

3.Discussion and analysis 

After analyzing and reviewing several research 

papers, several findings have been identified. The 

first finding is that the Decision Tree Classifier and 

Artificial Neural Network (ANN) are both useful in 

improving the accuracy of predictive analysis. 

Furthermore, machine learning and deep learning 

technologies have been shown to be effective in 

detecting security issues and threats related to 

blockchain technology. Both classification and 

regression models have also been found to be useful 

in identifying security flaws. To secure the current 

network system and different software applications 

such as Cloud and IoT applications, organizations 

and individuals must set up an efficient Intrusion 

Detection System (IDS) and utilize blockchain 

technology. In addition, to protect computer systems 

and mobile applications against cyberattacks, users 

should use strong passwords, encrypted code, 

blockchain technology, and up-to-date antivirus 

software. 

 

The review presented in this paper covers different 

components related to blockchain technology, 

including the peer-to-peer process, internet of things, 

big data, and others. This study also highlights some 

limitations and identifies future research directions. 

The paper has used various keywords and terms 

related to the technology, blockchain technology, and 

assessment frameworks. 

 

This paper also provides a taxonomy of blockchain 

threats and vulnerabilities, which includes alternative 

threats and risks such as cybersecurity attacks and 

vulnerabilities. It has been discussed that the 

advantages of cryptography, such as immutability, 

digital signature, and hashing, have been manifested 

effectively in blockchain technology. Additionally, 

the paper identifies five different layers in blockchain 

technology and reports a total of 60 cybersecurity 

incidents related to blockchain technology from 2009 

to 2019. 
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The analysis of different research papers highlights 

several issues and limitations of blockchain 

technology. One of the major problems is the hacking 

of the cryptographic mechanism. Retailers of various 

business organizations face different types of 

financial-driven proliferation cyberattacks, 

ransomware, denial of service (DDOS), and other 

issues. However, in industries such as healthcare, 

banking, and pharmacy, blockchain can provide a 

trustless performance. Despite its potential benefits, 

some unjustified problems are found in the 

technology that needs to be addressed. 

 

A limitation of different papers is the single point of 

failure risk, which is a major threat that can limit 

accessibility and capability. False data injection 

attacks (FDIAs) are another major attack that needs 

to be mitigated. It is essential to manage and 

implement security and privacy effectively as there is 

a fundamental difference between them. 

 

In recent times, smart homes have become vulnerable 

to cyber-attacks, and traditional security 

methodology has some issues that need to be 

addressed. Another limitation of blockchain 

technology is its low computational ability, which 

needs to be improved. In conclusion, while 

blockchain technology offers numerous benefits, it is 

essential to address the issues and limitations 

mentioned above to ensure its successful 

implementation in different industries. Figure 3 

shows the methodology used in blockchain 

technology. 

 

 
Figure 3 Methodology used in Blockchain security 

 

4.Conclusion  
Blockchain technology has emerged as a unique and 

disruptive technology, providing a secure way of 

managing trusted transactions in the existing network 

system. However, the increasing number of 

cyberattacks is a major concern for individuals and 

organizations, resulting in hindering the brand 

reputation and raising the cost of data breaches. 

Despite the rise of blockchain technology, data 

breaches are also increasing, indicating the poor 

security measures and policies adopted by 

organizations. This work aimed to analyze the 

concept of blockchain cybersecurity and highlight the 

ways of securing IoT and cloud-generated data 

through blockchain technology. 

  

The study covered a broad range of factors that 

contribute significantly to the security of blockchain. 

It classified and discussed specific privacy and 

security issues associated with blockchain and 

provided detailed and practical recommendations to 

improve the security of blockchain technology. The 

importance of employing multiple layers of security, 

including cryptographic protocols, access control, 

and secure coding practices have been emphasized.  
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