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1.Introduction 
Nowadays there is an intense increase in data 

communications over wireless and wired based 

networks. Everyday lakhs of transactions happen 

over the World Wide Web. These transactions have 

significant data that required confidentiality, validity, 

and authenticity in data transactions on the open-

ended network [1]. Modern security requires the use 

of cryptographic algorithms because every 

transaction is associated with a cyberattack. To 

provide higher security, both asymmetric and 

symmetric cryptographic algorithms are operated in 

data transmission for information exchange [2]. 

Asymmetric algorithms are commonly employed in 

secure communication to exchange and manage keys, 

whereas symmetric cryptographic algorithms are 

utilised for high-throughput secure data exchange [3].   

 

 
*Author for correspondence 

Real time and sensor-based application has limited 

resources and requires high speed operation. So, all 

the real time based applications required a 

cryptographic system that has high speed with 

utilizing fewer resources [4]. Elliptic curve 

cryptography (ECC) has different applications in 

public key cryptography such as mobile security, 

banking transactions, confidential data management, 

wireless sensor network, and other security 

applications [5]. The main challenges of the 

cryptosystem are low memory, low latency, and low 

power requirements of resource constrained-based 

internet-of-things (IoT) application. The design 

should be competent in terms of speed and area both. 

Low resource utilization based hardware 

implementation is the only solution for the 

justification of challenging applications [6]. ECC is 

an asymmetric type of cryptosystem and requires a 

small key size compared to the symmetric type of 

cryptosystem. Because of its small key size, ECC 
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provides higher performance with equivalent security 

and less resource requirement in data transmission 

[7]. 

 

The ECC method can be partitioned hierarchically 

into four process layers based on hardware 

computation [8].  

 

Finite field arithmetic operations, such as addition, 

subtraction, squaring, inversion, and multiplication 

are computed at the first layer.  The second layer 

consists of operations such as point addition (PA) and 

point doubling (PD). The most computationally 

important aspect of the ECC is scalar point 

multiplication (PM), which is executed at the third 

layer. The encryption and decryption procedures are 

implemented at the architecture's fourth layer [9]. 

 

ECC can be implemented on software and hardware, 

but ECC based on hardware approaches usually 

intends to speed up critical fundamental operations 

with fewer resources. Hardware implementation of 

ECC is preferred for resource constraint devices such 

as the IoT, wireless sensor-based devices, and others. 

The most critical operation in the ECC system is PM. 

Two types of fields are generally utilized to 

implement PM, (1) The prime field Galois field (GF 

(p)) and (2) The binary extension field GF (2m). The 

national institute of standards and technology (NIST) 

suggests various key lengths for each of the required 

fields. Different types of techniques can be 

implemented on ECC over binary and prime field 

based on the requirement of the application. These 

techniques include performance, efficiency 

improvement, area optimization, and the 

development of customized cryptosystems. 

 

The most time-consuming and dominant function in 

ECC is elliptic curve scalar multiplication (ECSM) 

and it is presented as Q=kP; where Q is another point 

on the elliptic curve, P is defined as a base point on 

an elliptic curve, and k is a scalar. The primary goal 

of the PM is to multiply the private key and 

fundamental point on the elliptic curve to determine 

the public key [10]. 

 

ECSM is comparatively faster in Jacobian 

coordinates compared to affine coordinates because it 

is not using inversion or modular division functions 

to perform PD and PA.  PD and PA use inversion 

operation and it is the most costly arithmetic function 

over the finite prime fields [11]. 

 

The paper is organised into six sections. The related 

work was discussed in the section 2. The third section 

introduced the implementation of the proposed ECC 

system architecture and each submodule of the ECC 

system in detail. The fourth section discussed the 

simulation results and comparisons with the previous 

research work. The discussion about the article is 

presented in the fifth section. The conclusion and 

future work have been discussed in the last section. 

 

2.Literature review 
PM is the most complex and familiar operation in 

ECC, so the majority of reported literature targets 

improving the operation of PM, and the overall 

performance of ECC can be improved [12]. 

 

Many researchers have designed and implemented 

their design on hardware for ECSM in prime fields 

(Fp or GF(p)) or binary fields (F2n or GF(2n)) or 

twin fields, where „n‟ and „p‟ denote the number of 

bits in respected fields. The ECSM functions can be 

executed with affine, projective, or mixed coordinate 

systems. Various authors have utilised the 

reconfigurable platform as an field programmable 

gate array (FPGA)-based method to build ECSM 

because FPGA offers lower design costs, higher 

flexibility, rapid prototyping, and a shorter design 

time. The operation of ECSM generates a succession 

of PA and PD operations [13]. 

 

Arunachalam and Perumalsamy [14] proposed a 256-

bit reformed interleaved modular multiplication 

(IMM) algorithm and implemented a hardware 

architecture on the Virtex-5 and Virtex-7 FPGA 

platforms. The proposed design is one of the novel 

architectures of IMM. This architecture provides the 

most efficient hardware architecture with enhanced 

performance parameters, including area, frequency, 

latency, and throughput. 

 

Wen et al. [15] suggested a modular multiplier based 

on addition with multi-bit scanning. This multiplier 

allows a maximum length of 576 bits. 

 

Kudithi [13] proposed a unique hardware architecture 

design for ECSM operations on the prime field, Fp in 

Jacobian coordinate system. It represents the PD and 

PA architecture with the implementation using 

resource sharing technology to attain low hardware 

resources and high speed. This design is implemented 

on FPGA and integrated into application specific 

integrated circuit (ASIC). On the Xilinx Virtex-7 

FPGA platform, the proposed ECSM executes in 
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2.44ms and 1.76ms for 256 and 224 bit prime fields, 

respectively. 

 

Hu et al. [16] proposed a reconfigurable modular 

division algorithm and reconfigurable modular 

multiplication algorithm to decrease power 

dissipation and increase reconfigurable capability. 

Implemented modular multiplier and modular divisor 

on reconfigurable platform. 

 

To reduce the time complexity of normal IMM, a 

modified radix 2 interleaved approach is proposed. 

The recommended multiplication algorithm is created 

and implemented independently on hardware 

platforms such as the Xilinx Virtex-4, Virtex-5, 

Virtex-6, and Virtex-7 FPGAs. The proposed 

modular multiplier supports all the prime fields 

GF(p) reported in the literature and it is based on 

prime curves recommended by NIST based on 

different bit sizes such as 192, 224, 256, 384, and 

521. This multiplier executes and offers low memory 

and low power. 

 

Sajid et al. [10] proposed the reduction of complexity 

at the instruction level for unified PD and PA 

operation. The design uses the execution of multiple 

functions in a single instruction format. Also 

presented the reduction of hardware requirement by 

reducing the amount of required memory elements in 

the design. It reduces the needed clock cycle (CC) 

number using an integrating 32-bit finite field digit 

parallel multiplier in the data direction path. They 

have attained throughput over the area and GF (2233) 

on XilinxVirtex-7, Virtex-6, and Virtex-5 FPGA 

platforms. Zhao et al. [17] proposed a point 

multiplier with a binary field and a reconfigurable 

secure key with prime field sizes of p-233, p-283, p-

409, and p-571.  

 

Zode et al. [18] have proposed data dependency 

graph of PD and PA to get the optimized area-delay 

product. Implemented constraint-based scheduling to 

achieve maximum optimization. 

 

Proposed a compact implementation algorithm of the 

Montgomery modular multiplier (MMM) on FPGA 

for embedded devices. The proposed algorithm 

enhanced the hardware/throughput efficiency of the 

MMM [19]. 

 

Bisheh et al. [20] proposed area-time efficient, 

lightweight, and high-performance FPGA-based 

versions of the Curve448 algorithm. The proposed 

design was implemented using a Xilinx Zynq 7020 

FPGA. The proposed architecture, boosts throughput 

by 12% with the execution of 1,219 PM per second 

and clock efficiency by 40%. The hybrid Karatsuba 

multiplier for lightweight embedded applications that 

utilises less hardware resources. The proposed ECC 

accelerator with a 2-stage pipeline is about 1, 3 times 

faster than the variant with no pipeline and exceeds 

other solutions published in the current literature in 

terms of FPGA resource consumption and maximum 

possible clock frequency. Designed ECC processor 

by merging design with a synthesizable central 

processing unit to establish a hardware platform for 

facilitating the future development of ECC fourth 

layer applications that employ key exchange 

protocols [2123]. 

 

In elliptic curve encryption, the scalar PM is the 

essential function that determines how efficiently the 

system performs in terms of speed, area, and 

complexity. To reduce the total number of CC 

involved, the Montgomery method has restructured 

the PA and PD functions for PM calculation [2429]. 

 

Di et al. [30] proposed a configurable and fast ECC 

crypto-processor for NIST recommended P-256 and 

P-521 elliptic curves.  They have utilised 7nm and 

45nm technology for synthesis. This has been 

validated on a Xilinx ZCU106 board using NIST-

recommended vectors. The provided processor can be 

utilised to accelerate various ECC-based algorithms. 

Imran et al. [31] presented an efficient 2-stage 

pipelined accelerator and implemented over GF 

(2163) and GF (2571). The accelerator uses a least 

significant digit-based multiplier with a digit size of 

41 bits to execute finite field multiplication in one 

CC.  

 

Our research focuses on FPGA-based hardware 

accelerator, elliptical curve type, Galois field, 

coordination system type, input option, scalar 

multiplication, group operation, design flexibility, 

and cryptographic process difficulty. The literature 

research on hardware accelerators revealed that 

hardware accelerators can improve system 

performance in terms of execution time for a variety 

of engineering applications. PA and PD are 

restructured for the Montgomery technique to 

improve its cryptographic speed and the Twisted 

Edward curve is adopted to speed up the 

multiplication and square root modules, according to 

an analysis of various ECC architectures. A survey of 

real-time applications finds that secure transmission 

of the secret data is hindered by resource constraints 
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such as limited memory, fast speed, and high 

performance. 

 

3.Methods 
The implementation method presents the ECC 

architecture submodule implementation followed by 

ECC system implementation. 

 

3.1ECC architecture submodule implementation 

The performance of the ECC system is dependent on 

modules including modular multiplication, point 

addition, subtraction, scalar multiplication, and key 

generation module. Each module is crucial in 

determining the performance of the ECC system. 

Each module's design and simulation have been 

executed with a distinct methodology. 
3.1.1Modular multiplication 

Modular multiplication is the most basic and 

important arithmetic operation of ECC system and it 

is the most time-consuming module over a prime 

field. The entire ECC module efficiency depends on 

the modular multiplication design. The higher radix 

modular multiplier uses less computation time and 

less CC to process modular multiplication, but it 

requires more hardware resource modules, so it 

requires a large area of the system.  

 

To optimize the required area for ECSM, a radix-2 

IMM is used in design architecture and implemented 

in the ECSM modules which require less CC to 

achieve modular multiplication operations of two n 

bit integers. The additions of partial product concepts 

are used to implement an efficient modular 

multiplication process which is described in 

algorithm 1 where a is the multiplicand, b is a 

multiplier, and p is the prime number. 

 

To accomplish the iterative addition operation of the 

consecutive partial products, an accumulator is 

doubled at the start of each iteration. Consolidate 

loop operation for right to left bitwise multiplication 

is performed using a shift-left register. A momentary 

variable X of n + 1 bits is utilized to decide the 

suitable end of the loop, with X(n down to 1) 

precalculated as the multiplier E and X's represent the 

least significant bit precomputed as 1. In the case of 

b0= 0, an additional bit is appended to the LSB to 

deal with the conclusion of the left shift function. If 

the most significant bit of X is 1, the multiplicand D 

is appended to the accumulator in every performed 

repetition. The prime numbers p and 2p are 

subtracted from F to execute this modular operation.      

X (n-1 down to 0) is shifted to a value of zero after n 

iterations. 

Algorithm 1: Modular Multiplication (Radix 2 

Interleaved) 

 Input :  D=  ∑   
   
     , E=∑   

   
     , p=∑   

   
      

                    ,      [0,1]  

Output: F=(D *E) mod p; 

1.   X    E&”1‟;   

2.  F  0; 

3.  While  X(n-1 down to 0) ≠ 0 loop 

4.  F  2F; 

5.  if  Xn=1 then 

6.  F  F + D; 

7.  end if; 

8.  F  F mod p; 

9.  X  X (n-1 down to 0) & „0‟ ;  

10.  end loop; 

11.  return F; 

 

The concluding modular product of the numbers D 

and E which is the ultimate modular product of the 

accumulator is accumulated in the register. The 

modular multiplication requires a sum of n+1 CC in 

the proposed architecture. In the design, n represents 

the CCs for n iterations of the function, and an 

additional CC is used to accumulate the final result in 

the register. To conduct modular squaring operations, 

the inputs of the proposed modular multiplier must be 

similar (D, E). 
3.1.2Point addition and subtraction 

Modular subtraction and modular addition are the 

basic operations of a cryptosystem. Modular addition 

and subtraction hardware architecture is shown in 

Figure 1 and is also represented as algorithm 2. 

Addition

Addition

C1/C2

Sel
X Y

Cin

C1

C2

Cin X Y

Not P P

S

S1

S2

 
Figure 1 Modular subtraction and addition hardware 

architecture 
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Algorithm 2: Modular Addition/ Subtraction 

 Input :  a,b   [0,p-1],p & Sel 

Output: S=a ±b( mod p) 

1.  If (sel==0) then 

2.   S1 = a+b; 

3.   S2 = S1 + (~p) +(~Sel); 

4.   if (C1 | C2 ) then 

5.   S=S2 ; 

6.   else S=S1; 

7.   end if ; 

8.  else  

9.   S1 = a+(~b) +Sel; 

10.   S2 = S1+p; 

11.   if (C1) then 

12.   S=S2; 

13.   else S=S1; 

14.   end if; 

15.  end if;  

16.  return S;  

 

In algorithm 2, steps from 2 to 7 perform modular 

addition, and steps from 10 to 15 perform modular 

subtraction. The adder module performs addition 

between two inputs a and b providing sum S1 and 

carry C1.  The second module executes subtraction 

between S1 and p with outputs S2 and C2.  In the 

end, S1 and S2 are multiplexed according to step 4 of 

algorithm 2. 
3.1.3Key generation module 

A module is shown in Figure 2 which generates the 

public key using the projective coordinate. This 

module is time and area efficient. k is the private key 

which is used in the decryption of the original 

message and P(x,y) is a point on the elliptic curve. k 

and P(x,y) are considered as input that generates a 

public key which is used in the encryption of the 

original message. 

 

xà X, yàY,1àZ

Affine-to-Projective Converter

ECPM

Q(X,Y,Z)=kP(X,Y,Z)

Modular Inversion

Modular 

Multiplication

Modular 

Multiplication

Private 

Key k

Base Point

P(x,y)

k
P(X,Y,Z)

Projective to 

Affine

 Converter

Public key

Q(x,y)

x y

 
Figure 2 Key generation from private key to public 

key 

 

Primarily, the affine base point which is defined as 

P(x, y) is converted to its respective projective from 

the help of an affine to projective converter module. 

The public key which is represented as Q (X, Y, Z) is 

generated by calculating the ECPM of the projective 

point with the private key k. At the end Q (X, Y, Z) is 

converted into its respective affine coordinate form 

Q(x,y) by the projective to affine converter.  
3.1.4Elliptic curve point multiplication(ECPM) 

The proposed ECPM architecture is shown in Figure 

3 which provides high speed point operation.  ECPM 

module consists of a data path unit, registers array, 

and a dedicated control unit to support a finite state 

machine. 

 

 
Figure 3 Proposed high-speed ECPM architecture 
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The basic requirements are elliptic curve parameters 

such as constant_b, base_point_Xp and 

base_point_Yp. All basic parameters are designated 

from NIST recommended application. The control 

unit generates control signals for the matching read 

or write operation for the memory unit and data path 

of the different multiplexers. The five control signals 

C1 to C5 are defined for memory-related functions 

and the remaining C6 to C11 are used for different 

directing purposes in the data path modules. The 

objective of the memory unit is to store the 

intermediary results during the implementation of 

PM operations. In the proposed architecture, there are 

two modular squarer and two modular multipliers 

submodule. The two modular multipliers operate 

parallel operations to boost the ECPM speed which 

directly improves the ECC operation speed. 

 

3.2ECC system architecture 

The proposed hardware of ECC accelerator is shown 

in Figure 4. It uses an XOR layer and a bit serial 

multiplier for performing kP multiplication. The 

Montgomery ladder concept is used for the addition 

and doubling process. Four-bit registers are requisite 

in the handing out of data and an extra m bit register 

is utilized for holding the inverse of the base point. 

The device inputs are considered as the curve 

constant, a base point, and scalar value. The final 

output is the outcome of kP and stored in the register. 

 

Finite 

State

Machine

X1 X3X2 X4 RC

MULTIPLIER ADDER

Start

Scalar

Busy

Done

 Polynomial 

Series

  
Figure 4 Proposed ECC accelerator architecture 

 

The proposed architecture operates the inversion of 

the base point and fractional result is held in a 

specific register utilized during the inversion process. 

At the edge of data computation completion, the 

architecture design calculates a point conversion 

from projective to affine coordinates. The operand 

switch required in the Montgomery ladder is 

processed using multiple multiplexers to avoid data 

dependent register stores. 

 

Main Module of ECC Architecture

Multiplier Module Point Adder module

Msg_x

Msg_y

aPx

aPy

Reset

Clock

Random_K

Enc_Dec

Enable Pax Pay
KPax

KPax
K

xP yP xO yO

Px

Py

  
Figure 5 Main module of ECC architecture 
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The main module of ECC architecture is shown in 

Figure 5. The main module organizes the function of 

a multiplier and adder module. The adder module is 

processed when the Enable signal set to „1‟. The 

adder executes the addition of input points on a 

considered elliptic curve. The multiplier module is 

processed when the Enable line is set to „0‟. The 

multiplier executes the multiplication of an integer 

input with a base point on the elliptic curve. 

Successive addition is used to perform multiplication. 

The PA module performs a function as per elliptic 

curve arithmetic rules. The proposed accelerator 

architecture improves the speed of sub modules. The 

signal value of Enc_Dec decides encryption and 

decryption process of the message. The encryption, 

generates cipher message from the original message 

and decryption generates original message from 

cipher message. The main module has many internal 

signals. The function and meaning of each signal are 

described as below. 

Reset: This signal is used to force all the components 

to their initial value. 

Clock: The internal clock 

Random_K: Random integer private key  

Enc_Dec : Select encryption/decryption 

Msg_x: Transmitted message with x-coordinate value 

Msg_y: Transmitted message with y-coordinate value 

aPx: x - coordinate of the measure “xP” 

aPy: y - coordinate of the measure “yP” 

kPax: Resultant with the x-coordinate 

kPay: Resultant with the y-coordinate 

xP: Point on the elliptic curve with the x-coordinate 

yP: Point on the elliptic curve with the y-coordinate 

Px: Final resultant with x-coordinate 

Py: Final resultant with y-coordinate 

 

Figure 6 shows the proposed block-level architecture 

of an ECC point multiplier. Double PM and PM are 

executed in accordance with PA and PD operation. 

The amount of precomputed values is taken into 

account, and the ECC design selects the input point P 

between the NIST-recommended base points. A state 

machine is utilised to execute PM and double PM 

based on standard projective coordinates, and this 

state machine controls the function flow required to 

transform the calculated point to the affine domain. 
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Addition /

Subtraction
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Multiplier

Re
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nk
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Addition/

Subtraction
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 Ba
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Pont Doubling Module

Pont Addition Module

State 

Machine 

Control

&

Data 

Input/

Output

Double Point 

Multiplication

Point 

Multiplication

Scalar K

Scalar I

Point P

Point R

 
Figure 6 Proposed block level architecture of ECC point multiplier 

 

4.Results  

The simulation of all the modules is performed on the 

Xilinx Vivado platform and all the analysis 

parameters such as CCs, speed, the maximum clock 

frequency, number of slices, and throughput are 

measured. The timing simulation for the encryption 

process and decryption process is shown in Figure 7 

and Figure 8 respectively. The encryption process 

encrypts the original message using the elliptic curve 

and generates cipher text. The decryption process 

uses this cipher text and regenerates the original 

message. The simulated result helps to find the 

performance parameters. The proposed modular 

multiplier is simulated on Xilinx Vivado Design 

Suite for the Xilinx Virtex-7 FPGA device platform. 

For the simulation, NIST different field sizes as P-

192, P-256, P-384, P-409, P-521, and P-571 have 

been considered. Table 1 shows the performance 

parameter comparison with results reported in 
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different literature for different NIST recommended 

field sizes. 

 

There are many challenges to perform a higher 

processing speed with less utilization area because 

execution time and hardware area are two 

contradictory performance parameters of an FPGA 

based hardware implementation. 

 

Implementation of modular multiplication has been 

presented in various literature. Most of the author has 

tried to optimize hardware area and execution time. 

Various literatures have a related area in terms of 

look up table (LUT) in place of the slice, so LUTs 

have been considered in this research study. The 

performance parameters are compared with the 

results reported in different literature for the various 

NIST recommended field sizes in Table 2. 

 

The analysis parameters are compared in Figure 9 in 

terms of CC used and area x time. It shows that our 

proposed modular multiplication utilizes less area x 

time with compromising CC. 

 

 
Figure 7 Simulation of the encryption module 

 

 

Figure 8 Simulation of the decryption module 
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Table 1 Simulation results of modular multiplier design on Virtex-7 

Field size Frequency(MHz) CCs Area (look up tables) Time (µs) Area x time (LUTs 

x ms) 

Throughput 

(Mbps) 

192 403.5 130 880 0.55 0.48 204 

256 380.6 153 1080 0.89 0.96 198.2 

384 325.8 182 1350 1.05 1.42 180 

409 302.3 243 1552 1.80 2.80 165 

521 270.5 308 1988 2.90 5.77 152.5 

571 260.8 366 2130 4.02 8.56 138.6 

 

Table 2 Performance parameters comparison of the proposed modular multiplier 

 

 
Figure 9 Comparison of design for GF (256) 
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work 

Platform Field  

size 

Clock 

cycles 

 Frequency                   

(MHz) 

Area 

(LUTs) 

Time 

(µ s) 

Area x Time 

(LUTs x µs) 

      Remarks 

[32] Virtex-7 

192 135 520.2 2397 0.62 3.5 

Radix-2 Montgomery 

multiplication 
architecture 

224 186 510 2505 0.79 4.02 

256 213 501.2 2709 0.94 4.65 

384 265 485.3 2809 1.51 5.62 

521 232 479.5 3031 2.18 5.80 

 

[33] 
 

 Virtex-6 

192 98 101.3 3020 0.97 2.9 
Radix-4 booth 
encoded 

224 114 98.2 3427 1.16 4.0 

256 130 95.2 3877 1.36 5.3 

[34] Virtex-6 256 131 166 6300 0.79 5.0 Radix-4 interleaved 

 
[35] 

 

     Virtex-6 

192 97 92 11152 1.1 12.3 
Radix-4 booth 

encoded interleaved 
256 129 86.6 18520 1.49 27.6 

512 257 76.25 29916 3.37 100.8 

[36] 
(Design-1) 

     Virtex-6 

192 48 101 3100 0.94 2.9 
Radix-4 serial 
interleaved 

224 56 99 3400 1.13 3.8 

256 64 96 3900 1.30 5.1 

[36] 

(Design-2) 

192 48 171 4200 0.56 2.4 
Radix-4          parallel 

interleaved 
224 56 167 4900 0.67 3.3 

256 64 166 5300 0.77 4.1 

  Proposed 
    Design 

Virtex-7 

192 130 403.5 880 0.32 0.28 

 Radix-2 IMM 

256 153 380.6 1080 0.40 0.43 

384 182 325.8 1350 0.56 0.75 

409 243 302.3 1552 0.80 1.25 

521 308 270.5 1988 1.14 2.26 

571 366 260.8 2130 1.40 2.99 
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The complete system achieves better performance 

parameters with the help of the proposed modular 

multiplier system. The sub modules of ECC 

architectures such as modular addition, modular 

multiplication, modular inversion, scalar 

multiplication, and public key generation are 

designed and simulated on Xilinx Virtex-6 and 

Virtex-7 platforms as represented as proposed design 

(a) and proposed design (b) respectively. 

                        

The various performance parameter analysis is 

presented in Table 3. The architecture is designed in 

such a way that modular multiplier and squarer 

modules are working with the parallel processing 

operation. This concept increases the modular 

operating speed directly, as seen by the comparison 

table. This gain in speed also contributes to the 

efficient architecture of ECCA performance 

parameters. Table 4 presents a comparison between 

our suggested ECC system design and the findings 

reported in various publications over GF (256). Asif 

et al. [37] presented a cryptosystem based on a 

system of residue numbers. Shah et al. [38] suggested 

a redundant signed digit elliptic curve cryptography 

scheme based on the NIST-recommended prime field 

of 256. It takes 0.47ms and 65,600 slices to run the 

system's procedure. Asif et al. [39] developed 

architecture for deep pipelining to encrypt 21 keys 

concurrently. Hossain et al. [40] implemented ECC 

processor on NIST 256 prime field and performs the 

crypto process with less throughput. They have 

implemented the design on the Xilinx Virtex-5 FPGA 

board. Yang et al. [41] proposed the unified PA with 

a twisted Edwards curve and implemented it on 

Virtex-6 and Virtex-7 FPGA board. To understand 

the performance of cryptosystem, all the designs are 

compared in Figure 10 with the consideration of 

execution time and number of slices utilized in the 

hardware platform. The performance parameter of the 

ECC components on the Xilinx Virtex-7 platform is a 

modest bit higher related to the Xilinx Virtex-6 

platform in terms of speed, but the area utilized by 

the various segments on this FPGA is nearly 

remaining similar. 

 

Figure 10 shows that our proposed architecture 

utilizes a minimum number of the slice with a 

compromise of execution time.  The efficient 

implementation helps higher data security in resource 

constraint applications. 

 

Table 3 Performance analysis of ECC various modules over GF (256) 

Basic 

operation 
Platform 

Clock cycle 

(CCs) 
Area (Slices) 

Area 

(LUTs) 

Maximum 

frequency 

(MHz) 

Time (µs) 
Throughput* 

Mbps) 

Modular 

Addition 

Virtex-6 52 126 405 109.2 0.48 537.60 

Virtex-7 52 112 380 112.2 0.46 552.37 

Modular 

Multiplication 

Virtex-6 121 380 1252 100.2 1.21 211.99 

Virtex-7 121 370 1211 105.6 1.15 223.42 

Modular 

Inversion 

Virtex-6 290 985 3860 100.2 2.89 88.45 

Virtex-7 290 960 3540 101.3 2.86 89.42 

ECPM 
Virtex-6 158203 3825 19204 98.2 1611.03 0.16 

Virtex-7 158203 3710 18506 99.1 1596.40 0.16 

Public-key 
Generation 

Virtex-6 166534 4503 20530 98.6 1646.36 0.15 

Virtex-7 164331 4380 20210 103.2 1572.97 0.16 

*Throughput = (Maximum frequency÷ CCs) ×256.  

 

Table 4 Performance parameter comparison of ECC system 

Reference 

work 

Galois field 

(GF) 
Platform 

Clock 

frequency 

(MHz) 

Clock cycle 

(CCs) 

Number of 

slices 

(K) 

Time 

(ms) 

Throughput 

(Mbps) 
Remarks 

[37] 256 Virtex-7 72.9 215.9 24.2 2.96  1816.2 

Cryptosystem 

based on 

residue 
number 

system 

[38] 256 Virtex-5 66.7 442.2 10.2 6.63  38.61 

NIST 256 
prime bit 

ECC 

processor 

[41] 256 Virtex-6 93.23 198.5 6.6 2.13  120.12 

Unified PA 
with twisted 

Edwards 

curve 

[42] 256 Kintex-7 121.5 397.3 11.3 3.27  78.28 ECC over 
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Figure 10 Comparison of ECC system design 

 

5.Discussion  
The analysis proves that the utilisation area will 

increase as we perform parallel modular 

multiplication and PM to increase speed. The trade-

off leads to more devices and increased power 

consumption. In comparison to any previous 

literature implementation, the speed and slice 

utilization of our proposed system, implemented on a 

Xilinx Virtex-7, are improved. Therefore, 

applications considering resource constraints will 
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based elliptic 

curve 
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system 

[44] 256 Virtex-5 160 361.6 8.7 2.26  113.27 

RSD-based 

elliptic curve 

cryptographic 
system 

[45] 256 Virtex-7 104.39 198.3 6.5 1.9  134.49 

Unified PA 

with  twisted 
Edwards 

curve 

Proposed 

design      (a) 
256 Virtex-7 99.1 158.2 3.7 1.5 160.2 
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multiplication 
algorithm 
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Design      (b) 
256 Virtex-6 98.2 165.3 3.8 1.6 160.9 

Radix-2 

IMM and 
Montgomery 

scalar 

multiplication 
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adopt the proposed approach. The recommended 

prime field size by NIST affects ECC performance as 

well. The performance difficulty and processing 

parameter computation change when we select a 

higher prime field. The FPGA device technology and 

metal oxide semiconductor field effect (MOSFET) 

Transistor MOSFET size affect the ECC performance 

parameters. Here we used Xilinx Virtex-7 device but 

when we use Xilinx‟s latest devices such as 

Ultrascale and Ultrascale+, the optimization will be 

improved. The Xilinx provides the system on chip 

(SoC) device which contains FPGA device as well as 

a processor inside the chip. The system's adaptability 

can be increased by implementing the hardware-

software (HW/SW) co-design approach. A higher 

speed for cryptography operations will be achieved 

by the accelerometer of the processing operation. The 

implemented ECC system is limited to 521 bits 

Galois field and real time data input size and type. To 

solve the limitation, the ECC system should be 

designed and implemented on Xilinx Ultrascale+ 

series board.  

 

A complete list of abbreviations is shown in 

Appendix I. 

 

6.Conclusion and future work 
In this paper, an area efficient and a high speed 

elliptic curve based cryptosystem has been proposed 

for NIST P-256, which provides higher security with 

less resource utilization. The main module of the 

ECC is ECSM which is implemented using 

Montgomery scalar multiplication algorithm. All the 

modules of ECC are designed on the Xilinx Virtex-6 

and Virtex-7 FPGA device platforms over a NIST 

recommended 256 bits prime field. The ECC system 

over GF (256) can be performed in 1.5ms at 99.1 

MHz maximum frequency in Xilinx Virtex-7 FPGA 

platform using 3.7k slices. It is the fastest 

implementation outcome compared with other 

literature designs. It presents higher efficiency in 

terms of throughput without affecting the security 

level. This proposed module can also be simply 

extended to support all NIST-recommended fields by 

making a few changes. In the future, we can 

implement our design on Xilinx Ultrascale and Xilinx 

Ultrascale+ devices for better performance. 
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Appendix I 
S. No.  Abbreviation Description 

1 ASIC Application Specific Integrated 

Circuit  

2 CC Clock Cycle 

3 ECC Elliptic Curve Cryptography  

4 ECPM Elliptic Curve Point Multiplication 

5 ECSM Elliptic Curve Scalar Multiplication 

6 FPGA Field Programmable Gate Array  

7 GF Galois Field  

8 HW/SW Hardware - Software 

9 IMM Interleaved Modular Multiplication  

10 IoT Internet-of-Things 

11 LUT Look Up Table 

12 MMM   Montgomery Modular Multiplier  

13 MOSFET Metal Oxide Semiconductor Field 

Effect Transistor 

14 NIST National Institute of Standards and  

Technology  

15 PA Point Addition 

16 PD Point Doubling 

17 PM Point Multiplication  

18 SoC System on Chip 
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