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1.Introduction 
In Malaysia, the percentage of senior citizens had 

increased from 7.9% in 2010 to 9.5% in 2015 [1] and 

this is projected to continuously grow to 17.4% in 

2035 and 19.8% in 2040. As the fertility rate and 

mortality rate are reducing while life expectancy rate 

is increasing, it was projected that 50.9% of female 

citizens’ life expectancy to be 77.2 years whereas 

49.1% of male citizens could live to 72.6 years. 

Senior citizens mostly have the same forms of 

physical limitations such as problems with vision, 

hearing, or mobility.  
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Therefore, the Society 5.0 comes into place to 

develop strategies, tools, and recommendations to 

assist this group of people to have a healthy and 

independent life for as long as possible [2].  

 

The solutions are to remotely provide medical care 

services, connect and share information between 

medical data as well as using the Artificial 

Intelligence (AI) and robots at nursing-care centres to 

support elderly’s independence. 

 

The advanced growth of communication technology 

today has greatly brought benefits in many ways but 

it is indirectly led to the exposure of data privacy and 

safety of end users to the outsiders. The elderly 

group, the most affected as Malaysians nowadays in 

the transition moving towards Society 5.0; a human-

centered society that highly integrates cyberspace and 

physical space. There is zero trust in the cyberspace 
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This paper proposes a cyber security awareness model for the elderly. The massive use of internet has led towards 
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which is unable to assure the safety of the users from 

becoming cybercrime victims such as fraud and 

scam. This can be seen from statistical data published 

by Malaysian Communications and Multimedia 

Commission (MCMC) that showed the pattern of 

cybercrime in this country is increasing from time to 

time. Government had launched several cyber 

education campaigns to provide continuous 

awareness among the society. However, the safety of 

the elderly in the cyberspace is now became a serious 

attention among the cyber security community. 

Therefore, this study would like to investigate further 

on cyber security education model that can suit the 

needs required by the elderly for IR4.0 readiness in 

Malaysia.  

 

Lack of a shared framework found from different 

literature for cyber security as an educational 

discipline has brought to unfocused growth without 

any common body of knowledge or understanding of 

degrees and educational outcomes [3]. Moreover, the 

current literatures provide empirical guidelines on 

building educational cyber security model and 

implementation on existing cyber security awareness 

model; however, there have been little studies 

focusing on building educational model of cyber 

security and awareness for the elderly. Therefore, this 

study aims to develop a cyber security awareness 

model for the elderly. 

 

Based on past studies that have been conducted 

thoroughly on the existing cyber security awareness 

and education models, it is found that the existing 

models are mostly designed for general groups of 

users such as Situation Awareness-Oriented Cyber 

Security Education [4] and The Hack-Space 

Integrated Model [5], which are too technical for 

senior citizens’ cyber security education with high-

end computer science vocabularies. In addition, 

Security Awareness Model [6], Information Security 

Awareness Capability Model (ISACM) [7], and 

Cyber Security Awareness Strategy [8] provide 

guidelines on how to develop awareness programs 

but the implementation of these models is not clearly 

defined especially in educating the senior citizens. 

The characteristics for a cyber security awareness and 

education model include the internal organization, 

setup, arrangement, target participants and relevance 

of security model which give some ideas to 

researchers on how to develop an education model 

for the elderly. Besides, Cyber Security Capability 

Maturity Model [9] suggests that any model 

development must match with the organizational and 

national cyber security goal; nonetheless, this model 

does not include the element of education for the 

elderly.  Meanwhile, the Information Security 

Awareness Program (ISAPM) General Model [10] 

focuses on achieving a large number of audiences by 

delivering their modules on their website. 

 

This study considers and proposes the combination of 

the Information Security Awareness Capability 

Model (ISACM), Information Security Awareness 

Program (ISAPM) General Model, Peer Education 

Model and Security Awareness Model in 

constructing a cyber security awareness model for the 

elderly.  Therefore, the objectives of this study are i) 

to identify the constructs of the cyber security 

awareness model for the elderly and ii) to develop the 

cyber security awareness model for the elderly.  

Section 2 describes related literatures that have been 

reviewed for this study, including the existing cyber 

security awareness models and the elderly’s learning 

styles.  The research methodology for this study is 

presented in Section 3.  The results of this study are 

presented in Section 4 and have been discussed in 

Section 5.  Finally, this paper concludes and presents 

the future works of the study in Section 6. 

 

2.Literature review 
This section discusses the related literature on the 

existing cyber security awareness education models 

and the elderly’s learning styles. 

 

2.1Situation awareness-oriented cyber security 

education 

A cyber security education curriculum has been 

developed for university students [4]. The approach 

was based on Situation knowledge Reference Model 

(SKRM) which captures the students’ awareness on 

the cyber security situations. In the proposed 

curriculum, several hands-on lab activities that 

represent real-world cyber problems are introduced to 

bring the conceptual knowledge unit. There are four 

modules in the proposed curriculum: research 

module, lab module, situation awareness module and 

presentation module. 

 

In the research module, it mainly entails students to 

discover the supporting materials online. This is to 

encourage students to examine cyber-attack incidents 

in the future by themselves. The supporting materials 

can be cyber-attack scenarios and business workflow. 

In its lab module, it emphasizes on hands-on lab 

activities such as exposing students to malware 

patterns, unauthorized access and possible 

countermeasure. This is the best practice to let 
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students learn and experience by themselves on the 

real-world cyber-attack. 

 

In the situation awareness module, students are 

required to generate graphs from the lab module. The 

graphs can be either in the form of a network 

topology graph or attack graph. From these graphs, 

students are able to visualize the different 

interconnections between them and find a solution. 

Finally, the presentation module is a phase where 

students display their communication skills in telling 

or writing the situational knowledge they have 

learned based on the identified cyber-attack incidents. 

 

2.2Peer education model 

Being competent in operating computer-based tasks 

is insufficient to justify that the individual is safe 

while carrying out online-related tasks or activities. 

In relation to this, little awareness and knowledge 

about cybercrime and security can lead elderly users 

to fall victim to fraud and other cybercrimes. In 

Australia, various initiatives have been implemented 

to help the elderly learn about using the Internet 

safely which are done by private and public libraries, 

senior clubs and church groups aiming to bring up 

their skills while surfing online. According to [5], 

firstly, it had been reported that elderly people prefer 

to learn on how to be safe online through their peers. 

Many senior groups carried out lessons to teach their 

same age group peers whereby those who were 

initially hesitant to learn about computer and Internet 

would see their peers able to do well after taking 

some lessons, and eventually gained confidence that 

they too can do it—consequently, they then signed up 

for the next class.  

 

Secondly, the report explained on the teaching 

delivery speed. For example, when an elderly user 

was taught by a younger instructor about cyber 

safety, the lesson was found to be delivered too fast 

that they could not keep up. However, when the 

content was delivered by their peers from the same 

age group, the speed was much slower and they felt 

motivated to use the computer and internet as they 

were taught at their own pace whereby they have a 

higher chance to succeed. This is just the starting 

point for them to familiarize with the technology. 

Once they are confident to use the Internet, they 

would likely to ask their children or grandchildren 

when any problem persists. 

 

COTA New South Wales [9, 10], Australia has been 

implementing peer education model in their program 

for elderly people to learn about information 

technology. Each session using Peer Education model 

conducted by COTA is about a one-hour information 

session including 50 minutes of discussion and 10 

minutes of evaluation. The lesson is presented by a 

skilled COTA volunteer peer personnel and suitable 

for a group of 10- 25 participants at a time. At the 

end of the session, both peer educator and the 

participants are required to evaluate every 

information session.  Researchers who want to gain 

community understanding in cyber security were 

recommended to have few steps in their guideline 

[11]. 

 

2.3Security awareness model 

A cyber security awareness framework and education 

was proposed for South Africa to portray cyber-safe 

practices among South Africans and Internet users 

[12]. The framework consists of five layers and one 

module which are strategic layer, tactical layer, 

preparation layer, delivery layer, monitoring layer 

and resources. Each layer is defined as the following: 

 

 Strategic Layer 

This layer follows the vision of the government on 

cyber security awareness and education. The vision 

can be found in the South Africa cyber security 

policy that includes the cyber security culture. The 

first step in this layer is to identify the objectives of 

cyber security in the National Cyber Security Policy. 

Secondly, to form the responsible unit to spread the 

awareness education through new administrations 

and collaborations with several government 

departments and some private organizations. After 

the responsible unit has decided on the new 

administrations and collaborations, a strategic plan 

should be drafted that explains the approaches of 

cyber security awareness and how to educate people 

in South Africa about their online safety. 

 

 Tactical Layer 

The tactical layer is a continuation from the previous 

level. It consists of four components. Firstly, 

conducting campaigns in collaboration with private 

sector, academia and government bodies. The 

collaboration is aimed at helping to increase cyber 

security levels. Secondly, the framework targets 

campaigns run at school level, community, cyber 

security education for all, and through weekly 

campaigns. 

 

 Preparation Layer 

This level outlines the cyber security awareness and 

educational resources for the campaigns mentioned in 

the previous level. There are 4 components to the 
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topic, content, platform, and equipment. Some related 

topics are identified, but are not limited, to fraud, 

cyber-bullying, identity theft, phishing, securing 

personal data and importance of sharing private 

information online.  

 

 Delivery Layer 

This layer considers the ways of identifying target 

audience to which the campaign will spread the 

awareness and education. Nonetheless, this level also 

outlines the responsibilities of each audience to 

themselves and to each other, namely learners’ role 

and educators’ role. After the lesson has come to the 

fore, students need to teach others and take on the 

role of educators. This is to ensure that the benefits of 

knowledge can be conveyed continuously. 

 

 Monitoring Layer 

In the monitoring layer, in order to evaluate whether 

the campaign is successful, monitoring and analysis 

are necessary. The findings of this campaign are from 

the participants’ and volunteers’ feedback. The 

framework proposes that an evaluation should be 

based on a set of standards, indicators of excellence 

and a timely report should be produced. 

 

2.4An information security awareness capability 

model (ISACM) 

A model of information security awareness capability 

is developed based on several theories combining the 

aspect of information security’s best practices and 

security’s awareness theory [13]. The design of 

ISACM comprises of three key features in which all 

these features are according to the controls listed 

within the ISO/IEC 27002. The first feature is the 

awareness importance, in which people’s awareness 

about cyber security control will influence the 

process of successfully avoiding themselves from 

being a scam victim. The second key feature is 

awareness capability, which refers to how capable a 

person when dealing with a problem. For example, 

how a person is capable to understand the types, 

characteristics and situations of a scam activity. This 

understanding could influence the rate of successful 

scam avoiding. Last but not least, the awareness risk 

which looks into the gap between the amounts of 

awareness importance being bigger than the amount 

portrayed by a person (awareness capability). The 

following describes the development of ISCAM 

which consists of five stages. 

 

 Identifying a strong fundamental knowledge. 

 Determining the detailed awareness points that 

could be rated. 

 Altering the detailed awareness point to a practical 

level. 

 Developing the survey items to collect awareness 

importance ratings. 

 Establishing the rest of the model: Cyber Security 

Awareness (CSA) Strategy 

 

A focused group discussion was conducted to collect 

information on the suggestion of cyber security 

awareness programs [8]. As a result, the researchers 

proposed an implantation structure that has three 

layers which are Strategic, Program Execution, and 

Content Development.  The first is the strategic layer, 

which refers to the CSA's vision and how the plan is 

implemented. The national CSA forum is responsible 

for planning, strategizing and looking at the overall 

direction of CSA initiatives. The forum is 

collaboration among government bodies, the private 

sector, community organizations and experts from 

related industries to deliver the program contents in 

better ways to the target groups.  

 

The second layer is the execution layer. The main 

purpose of this section is to provide a process that 

can be used to gather information and disseminate 

contents to the right target group. One of them is to 

use agencies and organizations as pathways to deliver 

awareness messages about cyber security. The third 

layer is content development layer which plays a role 

to identify the most effective materials and contents 

of cyber security awareness for the targeted group of 

participants. Although it is using the same topics of 

awareness, a responsible developer must understand 

that different materials are needed to reach different 

types of participants. 

 

2.5Cyber security capability maturity model 

This model allows nations, organizations or other 

entities to evaluate its current cyber security capacity. 

The objective of this model is to identify various 

ranges of level of capacity capability that might be 

found, if an organization was found to implement 

something at the lowest level, of which it indicates 

that non-existent or limited level of capacity whereas 

the highest indicates that both strategic method and 

an ability to optimize operational, threat, socio-

technical and political [9].  

 

This model defines five levels of scales; (1) start-up 

level is the lowest level which indicates that the 

organization has not taken any action to create cyber 

security awareness or it could be just initial 

discussion conducted with little evidence, (2) 

formative level which shows that some elements have 
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started to grow and be formulated with clear evidence 

but may not be organized, weak in definition, (3) 

established level of which the components of the sub-

factor are working but there is less consideration of 

the relative distribution of resources, (4) strategic 

level indicates that the company has made a decision 

on which element is important and less important for 

the organization, and (5) dynamic level indicates that 

the company already has a clear plan in the way to 

modify the strategies depending on fundamental 

conditions. Dynamic organizations have successfully 

established its approach for changing strategy 

including fast decision making, reform resources and 

give consistent attention to the changing 

environments. 

 

2.6Information security awareness program 

(ISAPM) general model 

A project that spreads awareness and education on 

cyber security through web system is done in order to 

educate users through the company’s website which 

could drive to continuous education. In addition, it is 

the best way to reach out a bigger audience because 

the employees and students in the organization are 

the main users of the website [10]. This model is 

developed by taking into account the findings of the 

consumer education concept. Any organization 

wishing to run an awareness program should first 

learn about the goals of cyber security in the 

organization. 

 

Firstly, the organizations need to identify what they 

want to achieve in cyber security within the 

company. Secondly, the design stage is focusing on 

identifying the needed program platform that is 

required for the security awareness program. Thirdly, 

the development stage is focusing on developing the 

website using programming languages. This 

development depends on the financial and human 

resources that are available in the company. The next 

stage is implementation where the organization 

chooses one out of the three ways to organize the 

program which is either to put it on the organization’s 

website, or at the administrative tool menu, or on 

separate websites. The researchers recommend that 

developers post the program on the organization’s 

website as it is much easier to be accessible to all 

users within the organization. 

 

2.7The elderly's learning styles 

The elderly’s learning and information processing 

styles are not similar with the younger generations.  

This may occur due to age-related concerns, 

declination in cognitive capabilities and physical 

limitation such as vision and hearing impairments.  

Therefore, in order to deliver and develop learning 

materials for the elderly, personalized learning and 

teaching methodologies are needed.  This also means 

that a customized education has to be there in helping 

the elderly [14].  Other researchers suggested in their 

studies that the use of digital tablets may help the 

elderly learn because they have to be connected, 

independent and autonomous [15]. 

 

Moreover, there is a program called the Elderly 

Empowerment Program conducted by a group of 

researchers with the objective of assessing whether 

the video can be used to provide the knowledge to the 

elderly effectively [16].  The program used three 

aspects of assessments; oral health education and 

physical performance education contents, appealing 

visual contents as well as easily-understandable video 

contents. According to the researchers, the elderly 

has difficulties in retrieving the knowledge from 

books and modules due to the declining capabilities 

because of aging-related illnesses [14].  The elderly 

prefers some activities together with their friends. 

 

As a result of the program, too, an innovation was 

produced whereby educational videos were made 

based on visual and audio suitability to increase 

understanding and interest in watching educational 

videos. Visual learning style is a learning style that 

uses more vision and is suitable for parents with 

hearing problems. However, in making educational 

videos for the elderly, it is important to pay attention 

to the changes and decreased sense of functions, for 

example in vision, hearing, and memory. In vision, 

there is a decrease in vision ability so the elderly 

tends to use glasses as an aiding tool. In addition, 

these changes affect the absorption of colours on the 

light entering the eye. The elderly has the tendency to 

experience difficulties to distinguish colours, 

especially blue, green, and purple. Therefore, the 

right colour selection is important. As for the audio, 

the voice used in the video also needs to be 

considered as the elderly takes longer time to listen 

clearly and process incoming voices. The same 

consideration goes to memory [16]. 

 

3.Methods 
There are four phases involved in developing the 

Organization, Social, and Individual Cyber Security 

Awareness Model (OSICSAM) namely feasibility 

study, Analysis of Existing Cyber Security 

Awareness Model, Analysis of the Elderly’s Learning 

Style and Development of Organization, Social and 
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Individual Cyber Security Awareness Model 

(OSICSAM). 

 

3.1Feasibility study 

A literature review and feasibility study were 

undertaken to discover the current state of 

information security awareness and education, with a 

focus on discovering what if any methodologies, 

models and tools were available to measure 

awareness among the elderly.  In addition, the 

elderly’s learning styles were also studied. Section 2 

presents all related literatures that were reviewed 

during this phase. 

3.2Analysis of the existing cyber security 

awareness models 

The existing cyber security awareness models were 

analysed based on the characteristics and 

implementation of the model.  To have a clearer view 

of each model, the cyber security awareness models 

are summarized in terms of the approach used for 

delivering the messages of awareness.  Table 1 shows 

the comparison analysis of the existing cyber security 

awareness models. 

 

 

Table 1 The comparison analysis of the existing cyber security awareness models 

No Cyber security awareness models Approach for delivering the awareness 

1 Situation Awareness-Oriented Cyber Security 

Education [4] 

Conducting hands-on lab, suitable for the younger generation 

2 Peer Education Model [5] In groups with the same age 

3 Security Awareness Model [6] Conducting campaigns, focuses on the topics of cyber security and 

facilitated 

4 Information Security Awareness Capability Model 

(ISACM) [7] 

Conducting survey, organizing forum with experts, developing 

suitable materials for targeted group 

5 Cyber Security Capability Maturity Model [9] Suitable for large organizations, involves discussions, planning and 

resource distribution, too technical 

6 Information Security Awareness Program 

(ISAPM) General Model [10] 

Using web systems to disseminate information on cyber security 

awareness 

 

3.3Analysis of the elderly’s learning styles 

Based on the literature studied in the first phase, the 

analysis of the elderly’s learning styles [14, 15, 16] is 

presented in Table 2.  The elderly’s impairments or 

problem limitations are chosen as the main criteria 

that has to be considered in identifying the learning 

styles.  This is important especially when it comes to 

the stages of designing or developing the materials 

for the elderly.  The elderly’s impairments are 

categorized into five (5) which are vision (colour), 

vision (sharpness), hearing, physical or movement 

and slow in processing information.  The learning 

styles that are considered in this study did not include 

the approaches within written materials such as books 

or flyers.  The learning styles are labelled as LS1 

until LS5. 

 

 

Table 2 The analysis of the elderly’s learning styles 

No Elderly’s impairment / limitation Learning 

Style ID 

Learning style 

1 Vision (Colour) LS1 Materials such as videos with appropriately designed 

learning materials (colour selection) and clear audio 

2 Vision (Sharpness) LS2 Videos with clear audio 

3 Hearing LS3 Materials with videos and images  

4 Physical / movement  LS4 Using digital devices with appropriately designed 

learning materials 

5 Slow in Processing the Information  LS5 Fun activities with friends 

Simple videos with appropriately designed learning 

materials (less sentences) 
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3.4Development of organization, social, and 

individual cyber security awareness model 

(OSICSAM) 

In order to develop the Organization, Social and 

Individual Cyber Security Awareness Model 

(OSICSAM), the cyber security awareness model 

was mapped to the elderly’s learning styles.  Based 

on Table 3, the Information Security Awareness 

Capability Model (ISACM), Information Security 

Awareness Program (ISAPM) General Model, Peer 

Education Model and Security Awareness Model 

were chosen as the components of the OSICSAM 

(refer Figure 1). 

 

 

Table 3 The mapping of cyber security learning models and the elderly’s learning styles 

Cyber security awareness models Learning styles 

 LS1  LS2  LS3  LS4  LS5 

Situation Awareness-Oriented Cyber Security 

Education [4] 
     

Peer Education Model [5] √ √ √ √ √ 

Security Awareness Model [6] √ √ √ √ √ 

Information Security Awareness Capability 

Model (ISACM) [7] 
√ √ √ √ √ 

Cyber Security Capability Maturity Model [9]      

Information Security Awareness Program 

(ISAPM) General Model [10] 
√ √ √ √ √ 

 

4.Results 
The Organization, Social, and Individual Cyber 

Security Awareness Model (OSICSAM) is designed 

based on the mapping analysis of the existing cyber 

security awareness models and the elderly’s learning 

styles as presented in Table 3.  Figure 1 shows the 

development of the proposed model that composed of 

organization, social, individual and the cyber security 

awareness.  The organization and the cyber security 

awareness are adopted based on the Information 

Security Awareness Program (ISAPM), Information 

Security Awareness Capability Model (ISACM) and 

Security Awareness Model.  Meanwhile, the social 

and individual are representing the Peer Education 

Model.  Brief discussion on the proposed model is 

discussed in Section 5. 

 

 

 
Figure 1 The development of organization, social and individual cyber security awareness model (OSICSAM) 
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5.Discussions 
The organization is responsible in planning, 

developing and later disseminating the materials for 

cyber security awareness for the elderly.  The 

organization’s responsibilities are applied in all 

chosen existing cyber security awareness models 

used as guidelines in developing the OSICSAM.  The 

social and individual are related to peer education.  

As applied in Peer Education Model, the awareness is 

created by having activities in a group of people of 

the same age.  For the elderly, they will be more 

comfortable to learn together with their peers.  The 

cyber security awareness focuses on the approaches 

and the awareness materials.  This is related to the 

elderly’s learning styles based on their impairments 

or limitations. 

 

5.1Limitation 

However, this study did not gather the reviews from 

the cyber security and the elderly education experts.  

The experts’ point of views are very important to 

ensure that the propose model suits well the objective 

of the proposed model; to enhance the cyber security 

awareness among the elderly. 

 

6.Conclusion and future work 
This paper concludes that the proposed model can be 

used to improve the cyber security awareness among 

the elderly.  With the involvement from the 

organization and social along with the individual 

elements in the developed model can synergize the 

cyber security awareness in the elderly. In future 

studies, the proposed model may be assessed further 

using both qualitative and quantitative approaches.  A 

preliminary survey should be conducted on the 

elderly to obtain the awareness ratings and the 

information obtained which will be analysed further.  

The analysis is important in order to prepare 

appropriate cyber security awareness materials and 

suitable approaches that can be used for the 

execution. In addition, the experts’ reviews are 

required to verify and validate the proposed model. 
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