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1.Introduction 
There are several causes why a business enterprises 

might want to adopt cloud computing. Cloud 

computing provide ease in applicability and provide 

on demand service. The two main components of 

cloud computing are infrastructure and software 

applications. The first supports the hardware 

resources like server, storage and network 

components. The second supports the software 

applications and computing power for running 

business applications, as provided by the third 

parties.  

 

Distributed computing give on intrigue resources in 

light of pool of benefits available by the cloud 

suppliers [1] [2] [3]. From the piece of standard 

enlisting the advantages of dispersed registering are: 

agility, lower segment cost, device independency, 

zone independency, and versatility [4] [5]. In any 

case, the security concerns are the genuine key 

perspectives later on circulated processing time. 

There are a couple security majors are displayed in 

[6], [7], [8], [9], [10], [5].Virtualization, predominant 

enrolling are also the more conspicuous office parts 

of conveyed processing. Regardless, to fulfil the 

execution on the parallel system and keeping up the 

respectability is compelling [11]. 
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In each one of these works, staggering tries are made 

to arrangement courses of action that meet diverse 

essentials: high arrangement viability, stateless 

check, unbounded usage of inquiries and misery of 

data, etc. Considering the part of the verifier in the 

model, each one of the plans displayed before fall 

into two classes: private auditability and open 

auditability [5]. Notwithstanding the way that 

arranges with private auditability can perform the 

plans adequately, yet it is trying situation if the data 

is securing subtly [5]. Virtualization is the key 

segments of disseminated figuring by which data 

sharing is possible between different machines of 

virtual nearness from the server cultivate [12]. 

Virtualization engages the live migration [9] of 

virtual machines (i.e. moving a VM beginning with 

one host then onto the following without cutting it 

down) which helps in keeping up the ensured SLA to 

the cloud customer besides to adjust stack across over 

physical servers in the data centers[12]. 

 

The primary cloud suppliers are [13] Google, 

Microsoft, Amazon and Salesforce.com. The 

distributed computing benefit display depends on the 

information correspondence layer. The entire 

correspondence is depends on three layers. The 

primary layer is Software as a Service (SaaS) which 

is for the most part changed on desktop based 

applications into online programming items that can 

be utilized around the world. A for the most part used 

application is Salesforce.com, a customer relationship 
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organization (CRM) programming for interfacing 

with associations and clients [14]. As showed by [14] 

Platform as a Service (PaaS) is a circumstance for 

Cloud Computing Security Management for making 

and building applications for different circumstances. 

As showed by Infrastructure as a Service (IaaS) 

generally incorporates virtualization circumstances as 

obtained organizations instead of physical or 

submitted PC equipment.  

 

In the customary technique for figuring the benefits 

are gained locally which are occasionally higher in 

cost and not sensible. This constrains the courses in 

which a customer could participate with the item in 

that the item was simply open and accessible for the 

principal workstation [14]. In any case, now by the 

usage of conveyed figuring the Software as a Service 

display has transformed this rationality in a way that 

item can be purchased for use over the Internet [14]. 

As opposed to getting programming in a boxed 

arrangement, the customer can purchase an 

organization to use an application that is encouraged 

in the cloud [14]. The standard favorable position of 

this kind of structure arrives is no need of serious 

work station as the customer range yet on intrigue 

resources/programming can give it to rent. So if it is 

joined with the security organizations it ends up 

being extreme. 

 

2.Literature survey 
In 2011, Ling Zheng et al. [15] differentiating private 

cloud and open cloud , records differentiates amidst 

them and advances a building plan of private 

appropriated registering to support sharp prop, 

clarifies structure of each layer, and shows thought of 

private dispersed figuring working structure and 

framework virtualization. It gives the speculative 

reference to amass the private appropriated 

registering, along these lines propels the 

improvement of the sharp system.  

 

In 2011, Ming Li et al. [16] showed a logical 

examination using online Personal Health Record 

(PHR), they first exhibit the need of interest capacity 

endorsement that reduces the security presentation 

coming to fruition due to the rundown things, and set 

up an adaptable structure for Authorized Private 

Keyword Search (APKS) over mixed cloud data. 

They then propose two novel responses for APKS in 

light of a late cryptographic primitive, Hierarchical 

Predicate Encryption (HPE). Their answers engage 

capable multi-dimensional catchphrase looks for with 

achieve request; grant assignment and repudiation of 

interest capacities. They redesign the request 

assurance which covers customers' question 

catchphrases against the server.  

 

In 2011, Yanjiang Yang et al. [17] recommend that 

Storage-as-an organization is a critical part of the 

dispersed figuring system. Database outsourcing is an 

average utilize circumstance of the dispersed 

stockpiling organizations, wherein data encryption is 

an OK approach enabling the data proprietor to hold 

its control over the outsourced data. Searchable 

encryption is a cryptographic primitive thinking 

about private watchword based interest over the 

mixed database. The setting of huge business 

outsourcing database to the cloud requires multi-

customer searchable encryption, while in every way 

that really matters each and every current 

arrangement consider the single-customer setting. To 

associate this hole, they propose a practical multi-

customer searchable encryption arrange for, which 

has different purposes of enthusiasm over the known 

approaches.  

 

In 2011, Wang et al. [18] recommended that 

conveyed figuring has been envisioned as the 

bleeding edge fabricating plan of IT Enterprise. It 

moves the application programming and databases to 

the thought broad server cultivates, where the 

organization of the data and organizations may not be 

totally reliable. A maker focuses on the issue of 

ensuring the respectability of data stockpiling in 

Cloud Computing. In particular, they consider the 

task of allowing a pariah controller (TPA), for the 

advantage of the cloud client, to check the 

dependability of the dynamic data set away in the 

cloud. The presentation of TPA slaughters the 

relationship of the client through the assessing of 

whether his data set away in the cloud is without a 

doubt set up, which can be fundamental in finishing 

economies of scale for Cloud Computing.  

 

In 2012, Syed Naqvi et al. [19] exhibit a formal 

technique for testing the impact of versatility and 

heterogeneity on the assembled Cloud security 

organizations. Their hopes to develop a mean of 

measuring the impact on security limits under various 

working conditions and parameters of brought 

together Cloud courses of action. Their eventual 

outcomes of this work will help associations with 

recognizing the best security basic arranging that will 

fit their Cloud designs and execution requirements.  

 

In 2012, Huaglory Tianfield et al. [20] introduce a 

thorough study on the troubles and issues of security 

in dispersed figuring. They first explore the impacts 
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of the unmistakable traits of disseminated figuring, to 

be particular, multi-residency, adaptability and pariah 

control, upon the security requirements. By then, they 

analyze the cloud security necessities in regards to 

the primary issues, i.e., protection, respectability, 

availability, trust, and survey and consistence. They 

discuss the exploratory order for security issues in 

disseminated figuring. They plot the security issues 

in disseminated registering by cloud security 

assembling plan.  

 

In 2012, Abdullah Abuhussein et al. [21] suggest 

Healthcare, preparing, business, and various diverse 

territories look at circulated processing as an attempt 

to understand the constant inadequacy in volume, 

establishment, accessibility, and watching quality. 

Then again, moving data to the cloud proposes 

moving control of the customer's data to the cloud 

organization supplier uncertainly. In this manner, the 

security and insurance of the customer's information 

transforms into a fundamental issue. Reviewing and 

taking a gander at among potential circulated 

registering organizations, speaks to an issue for 

learner customers interested to move their work to 

the cloud to pick security decisions that are sufficient 

and generous meanwhile. They attempts to perceive 

and arrange an once-over of qualities which reflect 

the distinctive parts of cloud security and assurance. 

These attributes can be used to overview and break 

down circulated registering organizations with the 

objective that clients can settle on finished choices. 

Cloud organization suppliers can use them to 

manufacture and/or offer better cloud courses of 

action.  

 

In 2012, Wentao Liu et al. [22] recommend that the 

security issue of appropriated registering is essential 

and it can keep the quick change of circulated 

figuring. It exhibits some appropriated processing 

structures and separates conveyed figuring security 

issue and its strategy as demonstrated by the 

disseminated registering thoughts and characters. The 

data insurance and organization openness in 

circulated processing are the key security issue. 

Single security procedure can't handle the 

appropriated figuring security issue and various 

customary and new advances and techniques should 

be used together to ensure the total disseminated 

processing structure.  

 

In 2013, Nikhilesh Pant et al. [23] exhibit the 

methodology for cloud allotment and cloud security 

examination to explore potential security and 

consistence proposals in cloud environment. They 

discusses in inconspicuous component on how an 

affiliation may proceed for security and consistence 

examination in the midst of the cloud estimation. 

Their strategy and thoughts point by point in this 

paper would be important for affiliations that are 

incorporated into the cloud gathering prepare.  

 

In 2013, Du meng et al. [24] discusses dispersed 

registering data security issues, including tile security 

of data transmission, stockpiling, security and 

organization of security. Focus on comprehensive 

data organization impact cloud security examination, 

and called attention to that a jump forward in the 

headway of this dispersed processing, endeavor to list 

the looking at philosophies and whole deal change 

heading.  

 

In 2013, Fan Yang et al. [25] prescribed that the data 

security and assurance on cloud is a basic issue, 

transforming into the best obstruction of conveyed 

processing headway. A Trusted Cloud Computing 

Platform (TCCP) in perspective of remote approval 

builds a trusted cloud for tenant. The essential 

fragment is fused Trusted Coordinator, taking the 

spot of tenants to confirm center points independently 

in appropriated figuring organize. Regardless, when a 

lot of tenants apply for center points meanwhile, 

Trusted Coordinator (TC) can't deal with these sales 

quickly .To address this issue, they propose the 

establishment of security-level for unmistakable 

applications in TCCPs, which segments Trusted 

Coordinator into three, each accountable for 

affirming different application kind. The particular 

acceptance plans, for instance, customer mystery 

word examination, picture hash check and trusted 

chain estimation, as demonstrated by different 

security levels. In 2014, Zhao et al. [26] proposed 

homomorphism encryption calculation in the 

distributed computing to take care of the issue of 

information security. As per the creators this can fit 

for handling and recovery of the encoded information 

and it is viably pertinent for information transmission 

and the storage. In 2015, Gupta et al. [27] has been 

imagined as a front line basic arranging of IT 

Industries. Security and insurance is the noteworthy 

snag in the cloud environment as a consequence of its 

straightforward development displaying. They 

researches the cloud security risks moreover discuss 

the ebb and flow security approaches to manage 

secure the cloud environment.  

 

They also proposed a novel Tri-framework for cloud 

security against data break which give all around 

security to the cloud basic arranging. 
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In 2015, Liu et al. [28] suggest that the existing 

privacy-preserving rule mining methods only assume 

a distributed model where every data owner holds the 

self-data without encryption and together follow a 

secure protocol to perform rule mining. To address 

this limitation, they have proposed a novel Protocol 

for Outsourced Rule Mining (PORM) in this paper. 

PORM performs rule mining in a cloud environment 

where data are both encrypted and outsourced. 

 

 

3.Analysis 
The analysis based on the study is shown below. 

Figure 1 shows the cloud servers used in the current 

scenarios. The category wise division is shown in 

Figure 1. Figure 2 and Figure 3 shows the public IT 

services cloud computing distribution, which shows 

that the application and app are the major portion it 

means security is the major concern for the data 

outsourcing. 

 
Figure 1 Cloud Servers Use in the current Scenario [29] 
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Figure 2 Public IT cloud services distribution, 2009 [30] 

 

 
Figure 3 Public IT cloud services distribution, 2014 [30]  
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4.Problem domain 
The following research analysis has been found after 

the study and observation: 

1. There is a need of security when the data is 

outsourced and it can be notify to the concern. 

2. There should be some strong mechanism so that 

security should be maintained in terms of inter 

cloud communication. 

3. Key should be large and variable number of key is 

needed for preserving with any kind of malicious 

behaviour. 

4. The data corrupt mechanism can be adopted if any 

unauthorized access is done. 

5. Data protection and categorization protocol can be 

applied for betterment and enhancement of 

security. 

6. What happen if the data is in unprotected hand? So 

there should be some safe protocol which can 

determine all the security steps with the relevant 

backup and recovery files. 

 

5.Conclusion and future work 
This paper deals in the area of data outsource security 

in cloud computing environment. This paper suggests 

that there is the need of data security along with the 

data control and authorization. Different key 

constraints are found and discussed with some future 

plan. In future data control with standard encryption 

techniques can be applied for better security in the 

mean time for enhancing it. Larger keys should be 

used with variability will be achieved for preserving 

with any kind of malicious behaviour. 
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