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1.Introduction 
Cloud computing give on interest assets in light of 

pool of assets accessible by the cloud suppliers 

[1][2][3]. From the part of customary registering the 

benefits of distributed computing are: nimbleness, 

lower section cost, gadget independency, area 

independency, and adaptability [4][5]. Be that as it 

may, the security concerns are the real key 

viewpoints later on distributed computing time. There 

are a few security majors are exhibited in [6], [7], [8], 

[9],[10],[5].Virtualization, superior registering are 

additionally the more prominent office parts of 

distributed computing. In any case, to accomplish the 

execution on the parallel framework and keeping up 

the respectability is extreme [11]. 

 

 In every one of these works, incredible endeavours 

are made to plan arrangements that meet different 

prerequisites: high plan effectiveness, stateless check, 

unbounded utilization of questions and hopelessness 

of information, and so on. Considering the part of the 

verifier in the model, every one of the plans exhibited 

before fall into two classes: private auditability and 

open auditability [5]. Despite the fact that plans with 

private auditability can accomplish the plans 

effectively, yet it is testing circumstance if the 

information is putting away secretly [5].   
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Virtualization is the key component of distributed 

computing by which information sharing is 

conceivable between diverse machines of virtual 

presence from the server farm [12]. 

 

Virtualization empowers the live relocation [9] of 

virtual machines (i.e. moving a VM starting with one 

host then onto the next without bringing it down) 

which helps in keeping up the guaranteed SLA to the 

cloud shopper furthermore to balance load crosswise 

over physical servers in the information centers[12]. 

 

The main cloud providers are [13] Google, Microsoft, 

Amazon and Salesforce.com. The cloud computing 

service model relies on the data communication 

layer. The whole communication is relies on three 

layers. The first layer is Software as a Service (SaaS) 

which is mainly transformed on desktop based 

applications into online software products that can be 

used worldwide. A generally utilized application is 

Salesforce.com, a client relationship administration 

(CRM) programming for interfacing with 

organizations and clients [14]. As indicated by [14] 

Platform as a Service (PaaS) is a situation for Cloud 

Computing Security Management for creating and 

building applications for diverse situations. As 

indicated by Infrastructure as a Service (IaaS) for the 

most part includes virtualization situations as 

acquired administrations as opposed to physical or 

committed PC hardware. 

 

Review Article 

Abstract  
In today’s era there is a vast demand of cloud computing because of the easy to maintain infrastructure with low cost. It 

is used in several areas including University, Hospital, E-Commerce and file storage services. This increasing demand of 

cloud computing is increasing day by day. As the peoples are growing in this platform also indicates the chances of 

malpractices and data theft. So this paper objective is to analyses the security threats which can be possible in cloud 

computing environment and suggest some effective steps to overcome. This paper also highlights the methodological 

reviews which are already done with their pros and cons. 

 

Keywords 
Cloud Computing, Security, Data Handling, methodological reviews. 

 



Bhupendra Kumar et al. 

16 

 

In the conventional method for figuring the assets are 

acquired locally which are once in a while higher in 

expense and not reasonable. This limits the routes in 

which a client could cooperate with the product in 

that the product was just accessible and available for 

the first workstation [14]. However, now by the 

utilization of distributed computing the Software as a 

Service model has changed this philosophy in a 

manner that product can be bought for use over the 

Internet [14]. Rather than obtaining programming in 

a boxed configuration, the client can buy an 

administration to utilize an application that is 

facilitated in the cloud [14]. In [15] contrasting 

private cloud and open cloud , records contrasts in 

the middle of them and advances a building design of 

private distributed computing to bolster savvy brace, 

explains structure of every layer, and shows idea of 

private distributed computing working framework 

and system virtualization. In [16] displayed a 

contextual analysis utilizing online Personal Health 

Record (PHR), they first demonstrate the need of 

pursuit ability approval that lessens the security 

presentation coming about because of the list items, 

and set up a versatile structure for Authorized Private 

Keyword Search (APKS) over scrambled cloud 

information. In [17] authors proposed that Storage-

as-an administration is a crucial part of the 

distributed computing framework. To connect this 

crevice, they propose a down to earth multi-client 

searchable encryption plan, which has various points 

of interest over the known methodologies. In [21] 

recommend Healthcare, training, business, and 

numerous different areas take a gander at distributed 

computing as a try to comprehend the ceaseless 

deficiency in volume, foundation, availability, and 

observing strength.  In [18] proposed that distributed 

computing has been imagined as the cutting edge 

building design of IT Enterprise. In [25] 

recommended that the information security and 

protection on cloud is a critical issue, turning into the 

greatest hindrance of distributed computing 

advancement. In [26] proposed homomorphism 

encryption algorithm in the cloud computing to solve 

the problem of data security. The principle advantage 

of this sort of framework arrives is no need of intense 

work station as the client area yet on interest 

assets/programming can impart it to lease. So on the 

off chance that it is incorporated with the security 

administrations it turns out to be intense. 

 

2.Literature survey 
The previous methodology literature and analysis is 

shown in table1.  

 

 

Table 1 Literature review 

S.No Authors Work Gap 

1 Gupta et al. [27] They investigates the cloud security dangers 

furthermore talks about the current security 

ways to deal with secure the cloud 

environment .They additionally proposed a 

novel Tri-system for cloud security against 

information break which give all around 

security to the cloud structural planning. 

They have not suggested the 

situation when there is the 

possibility of attack. 

2 Syed Naqvi et al. [19] They have presented a formal method for 

testing the effect of adaptability and 

heterogeneity on the united Cloud security 

administrations. 

They have suggested the need of 

more complex policy rules to 

better reflect the emerging security 

requirements. 

3 Huaglory Tianfield et al. [20] Presented an exhaustive study on the 

difficulties and issues of security in 

distributed computing. They first investigate 

the effects of the unmistakable attributes of 

distributed computing, to be specific, multi-

tenure, versatility and outsider control, upon 

the security prerequisites. 

The practical implications of the 

issues are missing. 

4 Dubey et al. [5] They proposed a new cloud computing 

environment where we approach a trusted 

cloud environment which is controlled by 

both the client and the cloud environment 

admin. Their approach is mainly divided 

into two parts. First part is controlled by the 

normal user which gets permission by the 

cloud environment for performing operation 

The practical implications are 

missing. 
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and for loading data. Second part shows a 

secure trusted computing for the cloud, if 

the admin of the cloud want to read and 

update the data then it take permission from 

the client environment. This provides a way 

to hide the data and normal user and can 

protect their data from the cloud provider. 

This provides a two way security protocol 

which helps both the cloud and the normal 

user.  

5 Wentao Liu et al. [22] They have proposed that the security issue 

of distributed computing is vital and it can 

keep the fast improvement of distributed 

computing. 

How to prevent the data misuse is 

not discussed properly. 

6 Nikhilesh Pant et al. [23] They have presented the procedures for 

cloud appropriation and cloud security 

appraisal to investigate potential security 

and consistence suggestions in cloud 

environment. 

They have not suggested the 

situation when there is the 

possibility of attack. 

7 Du meng et al. [24] They have suggested distributed computing 

information security issues, including tile 

security of information transmission, 

stockpiling, security and administration of 

security. 

The methods are need to be 

explained in detail. 

8 Mehdi et al. [30]  Authors purpose is to concentrate on cloud 

data storage security and to manage the 

user’s data in the cloud by Implementation 

of Kerberos  authentication 

Service. 

Other standard encryption 

techniques can also be used. 

9 Liu Xiao-hui et al. [31] Authors introduced cloud development 

status, and analysed the security problems. 

The security problem has become a 

focus 

10 Azzedine Benameur et al. [32] Authors present an approach to leverage the 

elasticity and on-demand provisioning 

features of the cloud to improve resilience to 

availability concerns and common attacks. 

Need of supporting different file 

formats. 

11 Yang CN et al. [33] Authors provide comprehensive study of 

cloud computing security that includes 

classification of known security threats and 

the state-of-the-art practices in the endeavor 

to calibrate these threats. They 

also provides the dependency level within 

classification and provides a solution in 

form of preventive actions rather than 

proactive actions. 

Cloud computing security such as 

auditing, side channels and 

migration of data from one cloud 

to another. Emphasis has always 

been on fast performance and low 

cost but the quality of service has 

not been considered. 

12 Qian Wang et al. [34] Authors deal with cloud security services 

including key agreement and authentication. 

By using Elliptic Curve Diffie-Hellman 

(ECDH) and symmetric bivariate 

polynomial based secret sharing, authors 

design the secure cloud computing (SCC). 

It can be extended to multi-layer 

security scheme. 

13 Dubey et al. [35] This work studies the problem of ensuring 

the integrity of data storage in Cloud 

Computing. In particular, we consider the 

task of allowing a third party auditor (TPA), 

on behalf of the cloud client, to verify the 

integrity of the dynamic data stored in the 

cloud. 

Other standard encryption 

techniques can also be used to 

enhance the security. 
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3.Problem domain 
Based on the above discussion we have found 

following gaps: 

1. There are couple of territories which are still 

unattended in distributed computing security, for 

example, inspecting, side channels and movement 

of information starting with one cloud then onto 

the next [28]. 

2. Privacy preserving algorithms can be applied to 

cloud computing security [29]. 

3. Standard encryption algorithm can be applied for 

securing cloud data [5]. 

4. Enterprises ought to dependably expect to deal 

with the encryption keys, yet in the event that they 

are overseen by a cloud encryption supplier; 

Gartner says they must guarantee access 

administration controls are set up that will fulfil 

break notice necessities and information residency.  

5. If keys are overseen by the service provider then 

organizations ought to require equipment based 

key administration frameworks inside of a firmly 

characterized and oversaw set of key 

administration forms.  

6. Not All information requires approach insurance, 

so organizations ought to classes information 

planned for distributed storage and recognize any 

consistence necessities in connection to 

information rupture notice or if information may 

not be put away in different purviews. 

7. Security should be maintained by the providers as 

well as the client and it should be controlled 

equally. 

 

4.Proposed algorithm 
For providing better security a hybrid encryption 

algorithm based on AES and RSA is presented. 

 

Algorithm 1: AES based RSA Algorithm 

In this algorithm we have used 128-bit key. It is 

ordered in the similar matrix by column. 

Step 1: Plain text as an input. 

Step 2: The key that is given as data is ventured into 

a cluster of 44 words (32-bits each), w[i]. 4 distinct 

words (128 bits) serve as a round key for each round. 

Step 3: 4 distinct stages are utilized, 1 change and 3 

of substitution: 

- Substitute bytes–Uses a S-box to perform a byte-to-

byte substitution of the piece  

-Shift lines–A basic change  

-Mix sections–A substitution that makes utilization of 

number juggling.  

-Add round key–A straightforward bitwise XOR of 

the present square with the bit of the extent. 

Step 4: It shows the encryption round uses arithmetic 

in the finite field that is Galois field GF (2
7
), with the 

irreducible polynomial. 

Step 5: Just the Add Round Key stage utilizes the 

key. Whatever other stage is reversible without 

learning of the key. 

Step 6: The Add Round Key is a type of Vernam 

cipher and independent from anyone else would not 

be imposing. 

 

The other 3 organizes together give disarray, 

dispersion, and nonlinearity, however without anyone 

else would give no security in light of the fact that 

they don't utilize the key. Then the data is adjusting 

according to the XOR encryption with the added 

round key. The stage is also completely reversible 

Step 7: Then encryption process is applied with the 

same keys.  

 

The encryption key (e,n), is calculated in the 

following way:  

Step 1: The public/private key pair is generated by 

the following steps:  

Choose two large primes at random – a,b  

Step 2: Caculate system modulus N=a.b 

ø(N)=(a-1)(b-1)  

Step 3: Encryption key e is now choosen in this 

manner that the e lies in  1<e<ø(N), gcd(e,ø(N))=1  

Step 4: Decryption key d is calculated then 

e.d=1 mod ø(N) and 0≤d≤N  

Step 5: public encryption key: KU={e,N}  

Step 6: private decryption key: KR={d,a,b}  

Step 7: For encrypting the message M first receive 

the public key of the receiver: KU={e,N}  

C=M
e
 mod N, where 0≤M<N 

Step 8: For deecrypting it use the private key 

KR={d,a,b} M=C
d
 mod N  

 

5.Conclusion and future work 
This paper provides the background for data security 

in cloud computing environment. According to this 

review and analysis the data security will be needed 

in three directions first through the client, through the 

cloud and third is on the data by using some standard 

encryption techniques.  

 

Based on the observations we can suggest that the 

secure model can be developed by using standard 

encryption techniques or by using hybridization of 

these techniques. Classification and categorization 

[36] can be used for data pre-processing. Proper 

virtualization can be protected with the affinity aware 

colocation [37]. 
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