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1.Introduction 
In the current scenario there is the need of research 

and development in digital cryptography research 

[1−3]. Encryption and decryption procedure can be 

applied based on the nature of key applicability. It 

can be categorized as public key cryptography and 

private key cryptography [4]. There are different 

other techniques for chaos determination [5]. There 

are several other hiding mechanisms which can be 

incorporated for the secure message transmission [6]. 

Data security aspect has been used widely including 

medical domain, cloud computing and big data 

[7−10]. Figure 1 and 2 shows the data security and 

privacy mechanism. 

 

In general, two types of security mechanism have 

been adopted. One is cryptography and another one is 

steganography. Cryptography mechanism includes 

encryption and decryption process. Steganography is 

the process for hiding data into another data [11]. 

These techniques can be applied on text, images and 

videos. This paper covers the image data security 

mechanism. It also explores the methods for data 

security along with the computational methods for 

same.   
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Figure 1 Data security mechanism 

 

The main objectives of this paper are as follows:  

1. To explore the data security algorithms covering 

the capability and applicability. 

2. To explore the computational algorithms for the 

data security strength enforcement and 

applicability. 
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Abstract  
In the current scenario data security is an important and crucial aspects. It is crucial in terms of different domains and 

application areas like banking, enterprises, educational institutes, etc. In this paper a survey and analysis have been 

presented on the role of image cryptography and related computational methods. This paper covers and highlighted 

different cryptography, steganography and related computational methods in case of image data security. It also covers 

the areas of applicability and the gaps in the previous methods. The impact of the current results has been analyzed also 

along with the implication. 
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3. To explore the applicability of hybridization of 

cryptography and steganography. 

4. To analyses the impact and influence of different 

methods applied.   

 

 
Figure 2 Data privacy mechanism 

 

2.Literature survey 
In 2020, Gladwin and Gowthami [12] discussed 

about data security and privacy threats. They have 

proposed a robust approach which is based on elliptic 

curve cryptography (ECC) and hill cipher. They have 

used least significant bits (LSB) watermarking for the 

image embedding. Key has been generated based on 

ECC. Hill cipher has been used for the ciphertext 

generation. Their combined approach has the 

capability of increasing data authorship and 

ownership.  

 

In 2020, Al-Kadei et al. [13] discussed about existing 

RSA algorithm. They have suggested the need of 

changes in existing RSA algorithm. It is so because 

of the long key sizes, big memory spaces and long 

execution time. They have developed three 

experiments. It has been developed for the execution 

time examination. Their result indicates the 

improvement in the execution time.  

 

In 2020, Duan et al. [14] discussed about the 

sensitive information hiding. They have proposed a 

new high capacity image steganography method. For 

the secret image steganography, they have used 

discrete cosine transform (DCT). The encryption 

process of the transformed image has been performed 

based on the ECC. They have used SegNet also for 

the improvement of steganographic capacity. Their 

approach achieved highest peak signal-to-noise ratio 

(PSNR) and structural similarity index (SSIM).  

 

In 2020, Abhinav et al. [15] discussed about 

reversible data hiding. They have proposed a new 

scheme for the block size reduction. It has been 

developed in such manner that it may reduce the bit 

error rate.  

 

In 2020, Sharma et al. [16] proposed an approach 

which is the combination of image steganography 

and generative adversarial network. They have used 

multiple layers of encryption for processing the 

image matrix. The new image is then passed to the 

generative adversarial network for the conversion it 

into the new model.  

 

In 2020, Hu et al. [17] discussed about the computer-

aided cancer diagnosis. They have discussed in case 

of histopathology whole slide images (WSIs). They 

have proposed a retrieval framework. It is based on 

deep hashing network. They have proposed a loss 

function. They have applied this approach on the 

ACDC-LungHP dataset. It has been found to be 

prominent in case of large-scale database.  

 

In 2020, Santos et al. [18] discussed about chaos-

based encryption. They have analyzed cryptography 

techniques. They have analyzed problems regarding 

finite precision. They have suggested that the 

performance improvement is possible through 

Lyapunov exponents.  

 

In 2020, Yadahalli et al. [19] discussed about the 

steganography. They have applied LSB and DWT 

method for the image steganography.  They have 

considered different image parameters for the detail 

analysis on the resultant images.   

 

In 2020, Kalaichelvi and Apuroop [20] discussed 

about the steganography methods. They have applied 

CAPTCHA codes for the validation at the receiver 

end. They have used randomized CAPTCHA code. It 

has been used for additional security.  

 

In 2020, Ye et al. [21] discussed about the encryption 

problem in digital image. They have proposed an 

image scrambling algorithm. This algorithm is based 

on Arnold transform and XOR operation. For the 

changes in pixel position they have used Arnold 

transform. Then XOR operation has been performed 

on the scrambled image. Their results suggest that 

their approach is found to be useful in case of digital 

images.  

 

In 2020, Srivastava et al. [22] discussed about the 

increase in the duplicate copies of the original 
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images. They have proposed a hashing technique 

based on LBP. They have pre-processed it for any 

type of minor effects removal. They have applied 

LBP for the feature’s identification. Their approach is 

found to be prominent in online detection of image 

copies.  

 

In 2020, Harini et al. [23] discussed about the digital 

image communication. They have used integer 

wavelet transform (IWT) for the image separation. It 

has been separated in approximation coefficients and 

detailed coefficients. They have achieved the entropy 

of 7.97. 

  

In 2020, Pramanik et al. [24] discussed about data 

transmission. They have investigated and analyzed 

blend cryptography and steganography. They have 

considered cryptography and steganography both. It 

has been considered based on encrypted object size 

and the degree of security. It has been used for the 

purpose of message authentication, message integrity 

and non-repudiation purpose.  

 

In 2020, Maurya et al. [25] discussed about visual 

cryptography. They have proposed an extended 

visual cryptography technique (EVCT). They have 

considered medical images. It has been encrypted and 

three cover images have been considered for 

embedding. For the secret image they have 

considered 3×3 block size. Their approach is found to 

be lossless and less complex.   

 

In 2020, Rane et al. [26] discussed about the visual 

cryptography. They have proposed an online voting 

System. It has been proposed for Maharashtra 

Carrom association. They have used CAPTCHA code 

and image share technology for maintaining the 

security. Their approach is helpful in maintaining 

anonymity and security.  

 

In 2020, Kushnir et al. [27] discussed about chaotic 

encryption. They have proposed an image encryption 

system.  It is based on two chaotic mapping that uses 

fuzzy logic. They have analyzed the statistical 

analysis. It has been performed based on histogram, 

entropy of information and correlation coefficient. 

 

In 2020, Han et al. [28] proposed a medical image 

encryption algorithm. It is based on Hermite chaotic 

neural network. It has been used to train the Hermite 

chaotic neural network. This is used for the 

encryption purpose for the medical image. It is found 

to be effective in terms of key sensitivity and key 

space.  

 

In 2020, Kaur and Jindal [29] discussed about the 

image authentication techniques. They have used 

singular value decomposition (SVD). It has been 

used for the extraction of the important features of 

images. QR code has been created based on quick 

response code.    

 

3.Discussion and comparative analysis 
Different previous literatures have been discussed 

and analyzed based on different parametric 

prospective. It shows the impact of different 

conditions and analysis based on different variations. 

The variations also show that there are lot of 

algorithms have been applied for image encryption 

and still there is the need of different parametric 

evaluation. In this section some of the latest results 

and approaches have been shown in Table 1 for the 

final reference. 

 

 

Table 1 Different approaches and its applicability 

S. 

No 

Reference Approach 

Used 

Applicability Results 

1 [30] Hidden 

attractors 

Their proposed image encryption scheme employs a multi-

scroll chaotic system. XOR operation has been used for 

image preprocessing. It has been used for the chaotic 

sequences and image pixels. For the position updation 

Arnold map has been used. Multi-scroll chaotic system has 

been used for the chaotic sequences. It has been used for the 

Lorenz-like system. 

Their result found to be 

prominent as it consumes 

low power and high 

throughput.  

2 [31] One-

dimensional 

chaotic system 

They have proposed an improved one-dimensional 

sinusoidal chaotic system. Chaotic sequences have been 

generated by this system.  Then, dynamic bit-shifting 

recombination operation has been performed. The 

synchronous shuffling diffusion operation has been 

performed. 

 

Their result shows that it 

is found to be efficient 

speed and resisting in 

various attacks.  
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S. 

No 

Reference Approach 

Used 

Applicability Results 

3 [32] Compressive 

sensing and 

chaos systems 

They have proposed a new algorithm based on compressive 

sensing.Sparing has been performed through the discrete 

cosine transform. Three-dimensional chaotic system has 

been used for the encryption and scrambling.  

Their results achieved 

better performance in 

terms of security and 

image compression, as 

well as low time 

complexity. 

4 [33] Algebra-chaos 

amalgam 

They have proposed a novel color multiple image 

encryption technique. It used Algebra-Chaos Amalgamated. 

It is of 256-length-12-bit random sequence and DNA 

Transform. It has the capability of acquiring memory space. 

Triplet has been used for adopting multiple digital image 

encryption.  

Their approach has the 

capability of enhancing 

key-space size.  

5 [34] 12× 12 S-box 

Design 

They have proposed an encryption scheme with doubling 

the bits of S-box. 

It may switch many 8 × 8 

s-box based color image. 

 

4.Problem Identification 
The following problems have been identified based 

on the analysis of the latest trends: 

1. There is a need of data security applicability along 

with the data management with cloud and big data 

framework [35]. 

2. There is the need of Resource attenuation along 

with the secure data sharing mechanism with 

different environment [36]. 

3. Algebraic and computational amalgam can be 

fruitful for image data security. 

4. There is the need of testing of hybridization of 

different security algorithms for the prospective in 

the reduction of different types of attacks.  

 

5.Conclusion  
This paper explores the methods related to image 

data security and cryptography. It also investigated 

the applicability of the computational and analytical 

aspects for the improvement. Chaos based systems 

have also been discussed. The discussion and 

analysis mainly cover the cryptography and 

steganography aspects with different parameter and 

attributes variations. Based on the traditional 

approaches several problems have been identified 

and discussed with some suggestive measures for 

future challenges.  
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