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1.Introduction 
Healthcare is not only a requirement for the extension 

of life, but also an integral part of personal happiness. 

Currently, medical services are rapidly expanding 

with the increase of medical personnel and the 

development of medical technology, which are the 

result of the development of medical technology. The 

development of medical devices, and the 

improvement of medical services. The development 

of medical service gives positive effect, but it 

provides negative effect too. Although 

administrative, technical, policy, and financial 

problems are being reinforced, it is pointed out that 

medical disputes caused by medical accidents are 

consistently increasing, and loss of medical research 

due to data error results in loss. In order to solve this 

problem, it is indispensable to satisfy the reliability, 

integrity and traceability of medical information used 

in medical research and medical disputes, and a 

method of applying blockchain technology to 

medical information service is proposed as a 

technical alternative.  
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In this paper, to prove effectiveness proposed 

blockchain based medical information sharing model 

to meet the security requirements of medical 

information, we build real service and analyze that it 

is able to meet or not security requirement.  

 

Section 2 explains the concept of medical 

information, health information service status, 

security threats to medical information, and security 

requirements for medical information. Section 3 

specifies the blockchain based medical care 

Information sharing model and service structure are 

described. In section 4, we implement real service, 

according to block chain based medical information 

sharing model and verify the security requirements of 

the proposed model. Section 5 epitomizes the 

application of the proposed medical information 

sharing model and future research directions. 

 

2.Related researches  
2.1Concept of medical information 

Medical information is defined as medical record 

about a patient, or information for medical service 

itself. Current medical information includes basic 

information, including the occupation, residence, sex, 
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and age of the patient, insurance and welfare 

information, medical background information, 

medical administration information on the patient, 

and death information. Therefore, medical 

information is treated as personal information by law 

[1]. Now, the electronic medical record (EMR) using 

a patient’s medical record as the form of electronic 

text has been advanced to the electronic health record 

(EHR) showing the information about an individual’s 

health status, and in the later days, as the increased 

wearable devices, Internet of Things (IoT) and smart 

devices, the medical information range is expanded 

up to the personal health record (PHR) including a 

patient’s all physiological information [2]. 

 

2.2Status quo of medical information service 

Currently, medical information is used in various 

fields. Nowadays, standardization and exchange 

activities such as medical research, invention of 

medicines, development of preventive or cure 

technologies for diseases are continuously increasing 

for public benefit like discovery and improvement of 

medical services [3]. 

 

These improvements of medical service are based on 

highest quality of medical information. There were a 

lot of tries to create medical information standard and 

to apply many organizations. As a result, medical 

information standards like digital imaging and 

communications in medicine (DICOM) or health 

level 7 (HL7) is created and applied to many medical 

information systems [4, 5]. Now, new researches are 

created and continued for analyzing genes and 

predicting diseases as well as improving the quality 

of medical life based on the patient’s daily life data 

and their medical information by connecting with the 

machine learning technology, beyond the level 

simply utilizing accumulated, stored medical data [6]. 

 

2.3Security threat against medical information 

The increase usage of medical information does not 

represent only a positive aspect. With the 

development of medical services, the negative 

aspects are emerging, and the frequency is also 

increasing. 

 

Various internal and external security incidents are 

continuing, such as the medical information system 

itself being infected with malicious code and failing 

to function properly anymore. Instead of simply 

ending with leakage of personal medical information, 

misuse of personal information contained in medical 

information leads to incidents such as various 

insurance premium fraud charges, personal identity 

fraud, and excessive medical charges [7]. 

 

For protecting medical information, the ISO/TS 

27799 was set as the standards, and the cyber security 

framework in medical service field (ISO/ICE013636) 

and the health device management & certification 

technology (HDM) were set and have been gradually 

expanded [8]. 

 

As medical information services are developed, there 

were security threats. As the concept of PHR has 

been expanded, there has been created and distributed 

medical information by non-medical service person. 

Such kind of information does not have any 

significant meaning to an individual, but they are 

raw-status information not being created and not 

verified by medical service professionals. Hence, in 

case of applying such raw-status information to a 

medical research, there may be drawn wrong research 

results. As medical research activities, by themselves 

have considerable high opportunity cost, so wrong 

results from a research may incur significant time and 

monetary losses to medical institutes or medical 

device developing companies [9]. 

  

Besides, the medical information is utilized to 

medical disputes, so its authenticity is emphasized. 

The medical information is basically encrypted and 

stored, but in special cases, the information storing 

techniques like the digital signature or the digital 

right management (DRM) are applied.  

 

However, the encryption storage method which is 

currently used can modify the information as long as 

the administrator right of storage system is obtained. 

As the digital signature (electronic signature) uses a 

medical service personnel’s authentication and 

applies a private authentication based on its nature, so 

if a patient’s medical record in the system which 

stores medical records are modified and a medical 

service personnel’s signature is regenerated, then the 

existing medical record can be replaced with the 

modified one. And for the DRM system can’t be 

modified arbitrarily by the authority of medical 

service personnel, but if receiving its developing 

company’s technical support, the past medical record 

can be modified [10]. 

 

2.4Security requirements about medical 

information 

Medical information is always belonging to 

individual. According to the privacy information 

security laws, all information that identifies a 
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particular individual should be given a duty to be 

safeguarded. The category of medical information 

also includes information that can identify a 

particular individual, so it must be protected 

according to law [11]. 

 

Before using EMR, a medical service personnel 

manually wrote medical records in the form of hard 

copy, so as long as that the created medical records 

could meet the requirement of physical stability, then 

they could enough meet the security level having 

been generally required by society. However, due to 

the expansive spread of the internet, now, there are 

increased security threats by the increased malicious 

codes like various PC viral and worms, the 

distribution of unreliable medical information, and 

the environment in which large information can be 

easily taken out. That is, compared to the past state, it 

can be said that the current security level is enhanced 

in absolute term, but their security effects are 

relatively insufficient [12]. 

 

Medical information being used in medical institutes 

should basically secure the integrity, the usability as 

well as the confidentiality, and additionally, should 

require the security characteristics like access control 

and audit. Also, it emphasizes that the medical 

information, it should secure its reliability for 

reducing the loss of social welfare [13]. 

 

3.Blockchain based medical information 

sharing service architecture 

3.1Blockchain platform 

As a kind of distributed database, the blockchain 

technology is the ledger sharing technology that 

recorded changes in a certain information like 

addition, modification or deletion in the block unit 

and mutually shared/managed them. Here, the ledger 

means a list of transactions, but if it can be 

interpreted as the sharing information, the blockchain 

technology can be applied to the all data [14]. The 

information sharing based on the blockchain 

technology is achieved by verification and agreement 

between the information generator and its sharer. In 

the past, after saving certain information to certain 

storage, and then the user contacted the storage and 

accessed the shared information. But, in the 

blockchain based information sharing architecture, 

after coping an information to share, its generator 

distributes it to a sharer and then the sharer verifies 

the received information and saves it internally in a 

chain way. Like this way, the information is shared 

[15]. 

The reason that the blockchain is recently highlighted 

because of the blockchain’s security features. On the 

blockchain network, chain information being stored 

in a certain node is possible to be forged by an 

unauthorized attack. However, as the principles of 

Proof of Stake (PoS) and Proof of Work (PoWax) are 

applied to the blockchain network, so any forged 

block being occurred in a node is rejected. In order to 

apply the forgery of certain information to the entire 

blockchain network, the chain information in the 

entire node should be forged at the same time, but 

that is practically impossible. Due to such 

mechanism, the blockchain technology is evaluated 

as a technology to satisfy the integrity requirement 

for sharing information. The way modifying and 

processing information on the blockchain is the way 

continually adding blocks without deleting or 

modifying any existing block. Thanks to this feature, 

it is possible to trace information-specified life-cycle 

only with the chain management technology without 

the need to implement a separate version 

management.  

 

Due to these advantages, the blockchain is applied 

and expanded to an information service requiring the 

certificate/verification of sharing information, and 

now, the blockchain is being developed and advanced 

through many open projects like IBM’s HyperLedger 

or Ethereum, Chain Core or Openchain [16]. 

 

3.2Structure of blockchain based medical 

information sharing service 

A number of trails are carried out for meeting the 

requirements of medical information which are above 

described, and in recent, the movement applying the 

blockchain technology to the medical information 

service is often appeared. Especially, it is analyzed 

that the application of blockchain technology to the 

medical information service has high potential to 

contribute to the expansion of the mutual operation 

resulting from the medical information shared and the 

advancement of medical technology field [17]. 

 

The blockchain technology can be applied to the 

EMR, a representative medical information service. 

Blockchain based medical record sharing service can 

be become a patient node generating or using medical 

records to share with the blockchain network which 

is composed of blockchain services.  

 

The medical record sharing has gone through the 

following process. First, the medical information 

being recorded by a medical institute is generated as 

a block, and then is transmitted to the blockchain 
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network and is shared there. The medical information 

is divided into the metadata and the general data 

again, and the both kinds of data are stored in the 

provider node's repository, respectively. In case of 

utilizing and verifying the medical information, a 

patient node accesses to the provided node and 

inquires or requests to verify his/her wanting medical 

information. On being requested, the provider node 

transmits or verifies the corresponding medical 

information according to the patient node’s request 

[18]. 

 

4.Verification of the effectiveness of 

blockchain based medical information 

sharing architecture  
In order to verify the effectiveness of blockchain 

based medical information sharing model, we first 

confirm the vulnerability through verification of the 

electronic signature forgery attack to existing medical 

information sharing method. For each of the 

blockchain based healthcare information sharing 

schemes, we try to share medical information by 

unauthorized persons, forgery of medical 

information, and trace the history of medical 

information.  

 

4.1Forgery attacks against digital signature 

As the above mentioned, the medical information can 

be generally stored in the database after being 

encrypted or can be applied to the digital signature or 

the DRM technology. Representatively the digital 

signature way is known about the safest way. In 

relation to that, this paper checked out whether a 

digital signature could be forged. 

 

Figure 1 is a case showing that already generated 

medical information is enabled to be forged. Though 

the forged medical service provider’s ID and the 

medical information ID and its generation date and 

time are the same with the original medical 

information, but the both digital signatures are 

different. Even though the digital signature way is 

applied, when a hacker has modified the already 

generated medical information and generates a new 

digital signature using the medical service provider’s 

certificate, then the original medical information can 

be forged. 

 

 

 

 

 

 

Figure 1 A forgery attack against the medical information applying the digital signature way 
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4.2Verification environment and verification 

scenario for blockchain based medical 

information sharing architecture model 

In order to verify whether the proposed blockchain 

based medical information sharing architecture model 

meet the security requirements of reliability, integrity 

and traceability, this paper consisted a provider node 

as seen in the Figure 2. 
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Figure 2 Verification environment for blockchain based medical information sharing model 

 

A repository stores a medical information chain and 

its metadata respectively by applying the big data 

platform and the relational database management 

system (RDBMS). A blockchain module is 

implemented as a server daemon receiving and 

verifying the medical information block being 

transmitted by a patient node or server in remote 

places. The chain verifier is a daemon in scheduling 

way, and periodically verifies the integrity of the 

medical information chain in the Bigdata Platform. 

Table 1 is a scenario verifying whether the security 

requirements are met, and the tests in the table were 

carried out according to the verification order on the 

basis of presumptions for 3 scenarios’ respective 

security threats and their verifications by scenario.  

 

 

Table 1 Verification scenario 

Verification 

scenario 

Medical information spread 

by non-medical service 

person 

Forgery attack against medical 

information, its detection and 

recovery 

Identification of medical 

information history 

 

Security threat 

 

Non-authorized person can 

generate and spread non-

reliable medical information 

Medical information can be non-

authorized, forged by a malicious 

attacker 

The authenticity of newly 

generated medical information is 

doubted 

Assumption 

 

Non-authorized person 

possesses a separate certificate 

and also has the information 

about the provider node 

Malicious attacker can arbitrarily 

access to the repository that the 

medical information is stored and can 

modify the information 

Accesses to the medical 

information and separately store 

the information’s processing 

history 

Verification 

order 

 

1) Non-authorized person 

generates a block about 

medical information in 

utilizing a X.509 - based 

certificate. 

2)Transmit the newly 

generated block to the known 

blockchain node 

1)Malicious attacker accesses the 

repository of provider node 

2) Forge the signature values of some 

nodes in the stored chain.  

3)Inquires the results of periodical 

integrity test about the blockchain 

 

1) Inquires the processing, 

integration & modification 

history of a certain medical 

information 
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4.3Verification results of proposed model 

The proposed model satisfies the security 

requirements for medical information in response to 

the security threat described above. 
4.3.1Spread of medical information by non-medical 

personal 

If a user wants to generate a chain about certain 

medical information and wants to store the chain in 

the blockchain repository, the blockchain module 

should receive and verify the chain first of all. As 

medical information being generated by a non-

registered medical service provider can’t be received, 

so the blockchain module should abolish the 

corresponding chain on receiving it as seen in the 

Figure 3. 

 

 

 
Figure 3 Detecting and blocking any generation and registration trial of non-authorized medical information 

 
4.3.2Non-authorized medical information’s forgery 

attack, and attack detection and recovery 

Some chains of medical information being stored in 

the blockchain repository may be modified by a 

malicious attacker. In order to counter such a security 

threat, the chain verifier periodically verifies the 

integrity of all chains in the blockchain repository. In 

case of detecting a forgery trial in a certain chain as 

seen in Figure 4, the chain verifier deletes the all 

chain data being stored after the corresponding chain, 

and request to provide the all data after the 

corresponding chain to the blockchain node. 

 

 

 
Figure 4 Verification and recovery of integrity of shared chain 

 
4.3.3Identification of medical information history 

At requiring the authenticity of newly generated 

medical information, the corresponding medical 

history information can be verified through the entire 

inquiry by inquiring the medical information index 

link of chains being stored in the blockchain 

repository. Figure 5 shows the modification history 

of newly generated medical information. 

 

In the medical information index link, it can be 

inquired what process current medical information 

goes through from the first generated medical 

information. Additionally, the newly generated 

medical information’s integrity and traceability can 

be secured because other medical information being 

applied to the processing process of medical 

information can be inquired together. 
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Record ID: 203412
Chain ID : 

C8EDCEB2778BCED
84A31DCFED83773

852BE14CE4F7

Record ID: 203408
Chain ID : 

9020C540817BB59
D8B13374E9CEBCE

50D5228D6E24

Record ID: 203443
Chain ID : 

68CE8B90A7FE4FA
CA1653B5E215239

BD4B9571EAB3

Record ID: 104541
Chain ID : 

F74AF8D2DF5EB92
1CB8125380ED027
E3601EBB18A46B8

Record ID: 104534
Chain ID : 

62BF07267A3DCEA
4CE27A57BA0377A
9C0FE3106316FEA

Record ID: 203447
Chain ID : 

D079E21A1ADBFBF
165FAA254E88A4C
D65AAE0E3343323

 
Figure 5 Modification tree of new medical information history 

 

5.Conclusion  
When blockchain technology is applied to the 

medical information sharing service, it is possible to 

transmit / store the medical information for each 

existing medical institution in the existing center, and 

to have the effect of the distributed database that can 

detect and restore the integrity violation. It is 

confirmed that the reliability of medical information 

distributed can be secured through subject 

verification. In addition, since the entire history of 

accessing, processing, and disposing of medical 

information is managed by the chain, it is possible to 

simultaneously provide the medical information audit 

function, thereby satisfying the security requirements 

described above. 

 

However, since the block chain technology does not 

provide confidentiality function itself, it is necessary 

to apply encryption storage and network. 
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